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Preface

Use this document with Cisco Unified CallManager 5.0(2) to develop and deploy
customized client services for the Cisco Unified |P Phones that support
Cisco Unified IP Phone services.

Note  Developersusing this guide should join the Cisco Developer Support Program
because Cisco TAC support is limited to the Cisco Unified Communications
installation, configuration, and Cisco-devel oped applications. This program
provides a consistent level of dependable support while leveraging Cisco
interfaces in your development projects. For more information about the
program and how to join, contact us at developer-support@cisco.com.

Contents

This section covers the following topics:
¢ Audience
¢ Organization
¢ Related Documentation
¢ Obtaining Documentation
¢ Documentation Feedback
¢ Obtaining Technical Assistance

¢ Obtaining Additional Publications and Information
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MW Audience

Audience
This document provides the information needed for eXtensible Markup L anguage
(XML) and X/Open System Interface (XSI) programmers and system
administrators to develop and deploy new services.

Organization

This document comprises the following sections.

Chapter

Description

Chapter 1, “"Overview”

Provides an overview of the
Cisco Unified |P Phone services for
developers.

Chapter 2, “CiscolPPhone XML Objects”

Describes the general behavior and
usage of each XML object.

Chapter 3, “Internal URI Features”

Describes how to implement
embedded features on
Cisco Unified | P Phones.

Chapter 4, “Cisco IP Services Software
Development Kit (SDK)”

Provides a list of the components used
in the Cisco IP Services Software
Development Kit (SDK) and the
sampl e services requirements.

Chapter 5, “HTTP Requests and Header
Settings”

Provides a procedure on handling
HTTP client requests, definitions for
HTTP header elements, identifies the
capabilities of the requesting IP phone
client, and defines the Accept header.

Chapter 6, “IP Phone Service
Administration and Subscription”

Describes how to add and administer
Cisco Unified IP Phone Services
through Cisco Unified CallManager
Administration.

Chapter 7, “Troubleshooting
Cisco Unified IP Phone Service
Applications”

Provides troubleshooting tips, XML
parsing errors, and error messages.

[l CiscoIP Phone Services Application Development Notes

oL-142197 |



| Preface

Related Documentation 1l

Chapter Description

Chapter 8, “DeviceListX Report” Describes how the report provides a

list of the services-capable devices
along with basic information about the
device to identify or classify the
devices based on specific criteria

Appendix A, “CiscolPPhone XML Object Provides a quick reference of the

Quick Reference” Ciscol PPhone XML objects and the
definitions that are associated with
each.

Appendix B, “Cisco Unified IP Phone Provides the Ciscol PPhone XML

Services XML Schema File” Schema.

Related Documentation

The following documents provide further information:

Cisco Unified CallManager Administration Guide (also available in the
online help). Refer to the chapter on configuring Cisco Unified services.

Cisco Unified CallManager System Guide (&l so available in the online help).

Cisco Unified 7960/7940 Quick Start Guide
Provides instructions for users on subscribing to phone services.

Cisco Unified IP Phone Administration Guide for
Cisco Unified CallManager
Provides administration information for Cisco Unified |P Phones.

CiscoURLProxy ActiveX Component
Provided with the Cisco Unified | P Services SDK.

LDAP Search COM Server Programming Guide
Provided with the Cisco Unified IP Services SDK.

Ciplmage Release Notes
Provided with the Cisco Unified I P Services SDK.

[ oL-142197
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l  Obtaining Documentation

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco
also provides several ways to obtain technical assistance and other technical
resources. These sections explain how to obtain technical information from
Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:
http://www.cisco.com

You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_|anguages.shtml

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
You can order Cisco documentation in these ways:

¢ Registered Cisco.com users (Cisco direct customers) can order Cisco product
documentation from the Ordering tool:

http://www.cisco.com/en/US/partner/ordering/index.shtml

¢ Nonregistered Cisco.com users can order documentation through alocal
account representative by calling Cisco Systems Corporate Headquarters
(California, USA) at 408 526-7208 or, elsewhere in North America, by
calling 800 553-NETS (6387).

Cisco IP Phone Services Application Development Notes
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Documentation Feedback

You can send comments about technical documentation to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front
cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

For al customers, partners, resellers, and distributors who hold valid Cisco
service contracts, Cisco Technical Support provides 24-hour-a-day,
award-winning technical assistance. The Cisco Technical Support Website on
Cisco.com features extensive online support resources. In addition, Cisco
Technical Assistance Center (TAC) engineers provide telephone support. If you
do not hold avalid Cisco service contract, contact your reseller.

Cisco Technical Support Website

The Cisco Technical Support Website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and
technologies. The websiteis available 24 hours aday, 365 days ayear at thisURL :

http://www.cisco.com/techsupport

Accessto all tools on the Cisco Technical Support Website requires a Cisco.com
user 1D and password. If you have avalid service contract but do not have a user
ID or password, you can register at this URL :

http://tools.cisco.com/RPF/register/register.do

[ oL-142197
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I Obtaining Technical Assistance

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4
service requests. (S3 and S4 service requests are those in which your network is
minimally impaired or for which you reguire product information.) After you
describe your situation, the TAC Service Request Tool automatically provides
recommended solutions. If your issue is not resolved using the recommended
resources, your service request will be assigned to a Cisco TAC engineer. The
TAC Service Request Tool islocated at this URL :

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests or if you do not have Internet access, contact the
Cisco TAC by telephone. (S1 or S2 service reguests are those in which your
production network is down or severely degraded.) Cisco TAC engineers are
assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1 800 553 2447

For acomplete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has
established severity definitions.

Severity 1 (S1)—Your network is “down,” or there is acritical impact to your
business operations. You and Cisco will commit all necessary resources around
the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or
significant aspects of your business operation are negatively affected by
inadeguate performance of Cisco products. You and Cisco will commit full-time
resources during normal business hours to resolve the situation.

Cisco IP Phone Services Application Development Notes
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Severity 3 (S3)—Operational performance of your network isimpaired, but most
business operations remain functional. You and Cisco will commit resources
during normal business hours to restore service to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product
capabilities, installation, or configuration. There is little or no effect on your
business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutionsis
available from various online and printed sources.

Cisco Marketplace provides a variety of Cisco books, reference guides, and
logo merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

The Cisco Product Catalog describes the networking products offered by
Cisco Systems, aswell as ordering and customer support services. Accessthe
Cisco Product Catalog at this URL:

http://cisco.com/univercd/cc/td/doc/pcat/

Cisco Press publishes a wide range of general networking, training and
certification titles. Both new and experienced users will benefit from these
publications. For current Cisco Presstitles and other information, go to Cisco
Press at this URL :

http://www.ciscopress.com

Packet magazine is the Cisco Systems technical user magazine for
maximizing Internet and networking investments. Each quarter, Packet
delivers coverage of thelatest industry trends, technology breakthroughs, and
Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies,
certification and training information, and links to scores of in-depth online
resources. You can access Packet magazine at this URL:

http://www.cisco.com/packet

iQ Magazine is the quarterly publication from Cisco Systems designed to
help growing companies learn how they can use technology to increase
revenue, streamline their business, and expand services. The publication

[ oL-142197
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Ml Document Conventions

identifies the challenges facing these companies and the technologies to help
solve them, using real-world case studies and business strategies to help
readers make sound technology investment decisions. You can access iQ
Magazine at this URL:

http://www.cisco.com/go/igmagazine

Internet Protocol Journal is a quarterly journal published by Cisco Systems
for engineering professionals involved in designing, developing, and
operating public and private internets and intranets. You can access the
Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

World-class networking training is available from Cisco. You can view
current offerings at this URL:

http://www.cisco.com/en/US/learning/index.html

Document Conventions

This document uses the following conventions:

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font Arguments for which you supply values arein italics.

[ ] Elements in square brackets are optional.

{xlylz} Alternative keywords are grouped in braces and separated by vertical bars.

[x|y]lz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonguoted set of characters. Do not use quotation marks around the string

or the string will include the quotation marks.

screen font

Terminal sessions and information the system displays are in screen font.

boldface screen fONt

Information you must enter iSin boldface screen font.

italic screen font

Arguments for which you supply values arein italic screen font.

Cisco IP Phone Services Application Development Notes
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Convention Description

n The symbol » represents the key labeled Control—for example, the key
combination ~D in a screen display means hold down the Control key while
you press the D key.

< > Nonprinting characters, such as passwords are in angle brackets.

Note = Meansreader take note. Notes contain helpful suggestions or references to
material not covered in the publication.

Caution  Meansreader be careful. In this situation, you might do something that could
result in equipment damage or loss of data

Cisco IP Phone Services Application Development Notes
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Warnings use the following conventions:

>

Warning  IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause
bodily injury. Before you work on any equipment, be aware of the hazards
involved with electrical circuitry and be familiar with standard practices for
preventing accidents. Use the statement number provided at the end of each
warning to locate its translation in the translated safety warnings that
accompanied this device. Statement 1071

SAVE THESE INSTRUCTIONS

Waarschuwing BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die
lichamelijk letsel kan veroorzaken. Voordat u aan enige apparatuur gaat
werken, dient u zich bewust te zijn van de bij elektrische schakelingen
betrokken risico's en dient u op de hoogte te zijn van de standaard praktijken
om ongelukken te voorkomen. Gebruik het nummer van de verklaring
onderaan de waarschuwing als u een vertaling van de waarschuwing die bij
het apparaat wordt geleverd, wilt raadplegen.

BEWAAR DEZE INSTRUCTIES

Varoitus ~ TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia
vammoja. Ennen kuin késittelet laitteistoa, huomioi sahkopiirien
kasittelemiseen liittyvat riskit ja tutustu onnettomuuksien yleisiin
ehkaisytapoihin. Turvallisuusvaroitusten kdédnnokset loytyvat laitteen
mukana toimitettujen kdédnnettyjen turvallisuusvaroitusten joukosta
varoitusten lopussa nakyvien lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

Cisco IP Phone Services Application Development Notes
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Attention IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une
situation pouvant entrainer des blessures ou des dommages corporels. Avant
de travailler sur un équipement, soyez conscient des dangers liés aux circuits
électriques et familiarisez-vous avec les procédures couramment utilisées
pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui
accompagnent cet appareil, référez-vous au numéro de I'instruction situé a la
fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die
zu Verletzungen fiihren kann. Machen Sie sich vor der Arbeit mit Gerdten mit
den Gefahren elektrischer Schaltungen und den iiblichen Verfahren zur
Vorbeugung vor Unféllen vertraut. Suchen Sie mit der am Ende jeder Warnung
angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den
iibersetzten Sicherheitshinweisen, die zusammen mit diesem Gerit
ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe
causare infortuni alle persone. Prima di intervenire su qualsiasi
apparecchiatura, occorre essere al corrente dei pericoli relativi ai circuiti
elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per
individuare le traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Cisco IP Phone Services Application Development Notes
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Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fgre til skade
pa person. Fer du begynner a arbeide med noe av utstyret, ma du veere
oppmerksom pa farene forbundet med elektriske kretser, og kjenne til
standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten av hver
advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som
fulgte med denne enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUGOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé esta em uma situacao que podera
ser causadora de lesdes corporais. Antes de iniciar a utilizacao de qualquer
equipamento, tenha conhecimento dos perigos envolvidos no manuseio de
circuitos elétricos e familiarize-se com as praticas habituais de prevencéao de
acidentes. Utilize o nimero da instrucao fornecido ao final de cada aviso para
localizar sua tradugao nos avisos de seguranca traduzidos que acompanham
este dispositivo.

GUARDE ESTAS INSTRUCOES

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica.
Antes de manipular cualquier equipo, considere los riesgos de la corriente
eléctrica y familiaricese con los procedimientos estandar de prevencion de
accidentes. Al final de cada advertencia encontrara el nimero que le ayudara
a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES
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Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan
leda till personskada. Innan du utfor arbete pa nagon utrustning maste du vara
medveten om farorna med elkretsar och kénna till vanliga forfaranden for att
forebygga olyckor. Anvdand det nummer som finns i slutet av varje varning for
att hitta dess dversittning i de dversatta sakerhetsvarningar som medfoljer
denna anordning.

SPARA DESSA ANVISNINGAR

Figyelem FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériilésveszélyt rejto helyzetben van.
Mielott barmely berendezésen munkat végezte, legyen figyelemmel az
elektromos aramkorok okozta kockazatokra, és ismerkedjen meg a
szokasos balesetvédelmi eljarasokkal. A kiadvanyban szereplo
figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kdzott talalhato; a forditas az egyes

figyelmeztetések végén lathaté szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpenynpexpexve BAXXHbIE MHCTPYKLIMX NO COBNMOAEHNIO TEXHUKHU
BE30OMNACHOCTH

9T1OoT cMMBON NpeaynpexaeHns o603Ha4YaeT onacHocTb. To ecTb

MMeeT MecTo CUTyaLusi, B KOTOPOM crieayeT onacaTbCs TeNecHbIX
noBpexaeHui. NMepea akcnnyaTtaunen o6opyaoBaHUs BbISCHUTE,

KaKUM OMacHOCTSIM MOXeT NnoABepraTbCcs nonb3oBaTerib Npu
MCNONb30BaHUU 3NEKTPUYECKMX Lienen, U1 03HaKOMbTeCh C NpaBunamMmu
TeXHUKU 6e30MacHOCTU ANA NpeaoTBpaLLeHUA BO3MOXHbIX HECYACTHbIX
cny4yaeB. Bocnonb3yntecb HOMepoMm 3asiBNeHUA, NpUBeAEHHbIM B KOHLe
KaXxaoro npepynpexneHusi, 4Tobbl HANTU ero nepeBeAeHHbIN BapuaHT B
nepeBofe npeaynpexaeHnin no 6e3onacHOCTU, NpunaraemMom K JaHHoMy
YCTPOWCTBY.

COXPAHUTE 3TU MHCTPYKLUN

Cisco IP Phone Services Application Development Notes
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CHAPTER 1

Overview

You can use Cisco Unified IP Phones to deploy customized client services with
which users can interact via the keypad and display. Services deploy using the
HTTP protocol from standard web servers.

Users access these features using the services and dir ectories buttons or menu
options (availability varies by phone model). When a user presses the services
button (or chooses the ser vices menu item), a menu of configured services
displays. The user then chooses a service from the list, and the phone displaysthe
service.

The following list gives typical services that might be supplied to a phone:
e Weather
e Stock information
e Contact information
e Company news
e To-dolists
e Daily schedule

Cisco IP Phone Services Application Development Notes
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Figure 1-1 shows a sample text menu.

Figure 1-1 Cisco Unified IP Phone Text Menu Sample

19:12 072000 A7 28111026

& SERUICES -
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Cizco Holidaus
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C5C0- TEST
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Cisco Unified IP Phones can also display graphic menus, as shown in Figure 1-2.

Figure 1-2 Graphic Menu on a Cisco Unified IP Phone Sample

19:22 072000 A7 28111026
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Update Exit

Phone users can navigate atext menu by using the Navigation button followed by
the Select softkey, or by using the numeric keypad to enter a selection directly.
Graphic menus currently do not support cursor-based navigation; users simply
enter a number using the DTMF keypad.

When amenu selection is made, the Cisco Unified IP Phone actsonit by using its
HTTP client to load a specific URL. The return type from this URL can be plain
text or one of the Ciscol PPhone XML objects. The object |oads and the user
interacts with the object.
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Figure 1-3 and Figure 1-4 show typical displays that result from selecting a
service. Figure 1-3 shows a stock quote that was generated using plain text, and
Figure 1-4 displays a graphic image.
Figure 1-3 Plain Text Display Example
19 14 07-20-00 r22111026
& CSC0 - Yahoo Finaneoe =
Sumbal (CSCON64. 5 =
Change: +2. BETA HH
Open: 67. 25 UaTume: G3M
Oay's RangelbT. 1875 - 63, 73]
Diate: 7202000 Time:4:01PM
Make Your Selection. ..
Update Exit
Figure 1-4 Graphic Image Display Example
2111026
John Chambers [=
CED, President
John Chambers
Update Exit
Cisco Unified CallManager limits Cisco Unified |P Phone service activity to a
specific Services pane in the Cisco Unified IP Phone display. A service cannot
modify the top line of the phone display, which contains the time, date, and
primary extension. A service cannot overwrite the bottom line of the display,
which contains softkey definitions. The pane that displays the service sits flush
with the left side of the display, and enough of theright side of the display remains
intact to ensure that users can see the status of phone lines.
~
Note HTML Disclaimer: Phone service devel opers must take into consideration

that the phoneisnot aweb browser and cannot parse HTML . Although content
is delivered to the phone through HTTP messages by using aweb server, keep
in mind that the content is not HTML. All content comes either as plain text
or packaged in proprietary XML wrappers.

[ oL-142197
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CHAPTER 2

CiscolPPhone XML Objects

The following sections describe the general behavior and use of XML objects:
¢ Understanding Object Behavior
e XML Object Definitions
e Custom Softkeys
¢ XML Considerations

Understanding Object Behavior

Creating interactive service applications is relatively easy when you understand
the XML objects that are defined for Cisco Unified IP Phones and the behavior
that each object generates.

Regarding services, understand that the phone does not have any concept of astate
when it loads an XML page. Cisco Unified IP Phones can use HTTP to load a
page of content in many different places, starting when the services button is
pressed. Regardless of what causes the phone to load a page, the phone always
behaves appropriately after it loads a page.

Appropriate behavior depends solely on the type of data that has been delivered
in the page. This section of the document discusses the supported XML display
types and how they work with Cisco Unified | P Phones.

[ oL-142197
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The web server must deliver the XML pages with a MIME type of text/xml.
However, the exact mechanism required varies according to the type of web server
that you are using and the server side mechanism that you are using to create your
pages (for example, static files, JavaScript, CGI, and so on). See Chapter 5,
“HTTP Requests and Header Settings” for more information.

Table 2-1 shows the supported XML objects for this release.

Table 2-1

XML Objects Supported for Release 5.0 Cisco Unified IP Phone Services SDK

7941G/7941G-GE

7905G/ 7961G/7961G-GE
7911G/ 7970G / 7971G-GE

Phone Model XML Object 1912G 7920  |7940G / 7960G IP Communicator

Ciscol PPhoneM enu X X X X

Ciscol PPhoneText X X X X

Ciscol PPhonel nput X X X X

Ciscol PPhoneDirectory X X X X

Ciscol PPhonel mage x1 X X

Ciscol PPhonel mageFile X

Ciscol PPhoneGraphicMenu x1 X X

Ciscol PPhoneGraphicFileM enu X

Ciscol PPhonel conM enu X2 X X X

Ciscol PPhonel conFileMenu X3

Ciscol PPhoneStatus X X

Ciscol PPhoneStatusFile X3

Ciscol PPhoneExecute X X X X

Ciscol PPhoneResponse X X X X

Ciscol PPhoneError X X X X

1. The Cisco Unified IP Phone 7920 has only a 128-by-59 display with 2 grayscale images clipping the graphic equally
on both sides and providing vertical scrolling. When an image with 4 grayscal e settings occurs (<Depth>2</Depth>),
the phone equally splits them into 2 grayscale settings (0-1 get treated as 0 and 2-3 get treated as 1).

2. The Cisco Unified IP Phones 7905 and 7912 do not support CIP images; therefore, all 1cons get ignored and do not

display.

3. TheCisco Unified IP Phones 7970G and 7971G-GE require firmware version 7.01 or higher to support this object, and

Cisco |P Communicator requires software version 2.01 or higher.

[l CiscoIP Phone Services Application Development Notes
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XML Object Definitions

XML Object Definitions

Thefollowing sections provide definitions and descriptions of each Ciscol PPhone
XML object:

¢ CiscolPPhoneMenu

¢ Ciscol PPhoneText

¢ Ciscol PPhonelnput

¢ Ciscol PPhoneDirectory

¢ Ciscol PPhonelmage

¢ Ciscol PPhonelmageFile

¢ Ciscol PPhoneGraphicMenu
¢ Ciscol PPhoneGraphicFileMenu
¢ Ciscol PPhonelconMenu

¢ Ciscol PPhonelconFileMenu
¢ Ciscol PPhoneStatus

¢ Ciscol PPhoneStatusFile

¢ Ciscol PPhoneExecute

¢ Ciscol PPhoneResponse

¢ Ciscol PPhoneError

Cisco IP Phone Services Application Development Notes
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CiscolPPhoneMenu

Note

A menu on the phone comprises alist of text items, one per line. Users choose
individual menu items by using the same mechanisms that are used for built-in
menus in the phone as described in Chapter 1, “ Overview”.

Definition
<CiscoIPPhoneMenu>
<Title>Title text goes here</Titles>
<Prompt>Prompt text goes here</Prompt>
<MenulItem>
<Name>The name of each menu item</Name>
<URL>The URL associated with the menu item</URL>
</Menultem>
</CiscoIPPhoneMenu>

The Name field under the <menuTtem> supports a maximum of 64 characters.
Thisfield can also accept two carriage returns to allow the Menultem nameto
span three lines on the display.

The XML format allows you to specify atitle and prompt that are used for the
entire menu, followed by a sequence of Menutten Objects.

Cisco Unified IP Phones allow a maximum of 100 MenuTtems. Each MenuTtem
includes a name and an associated urr.

When amenu isloaded, the phone behaves the same as for built-in phone menus.
The user navigates through the list of menu items and eventually chooses one by
using either the Select softkey or the DTMF keys.

After the user chooses a menu option, the phone generates an HTTP request for
the page with the URL or executesthe uniform resourceidentifiers (URIs) that are
associated with the menu item.

CiscolPPhoneText

The ciscorpphoneText XML object displays ordinary 8-bit ASCII text on the
phone display. The <Ttext> message must not contain any control characters,

except for carriage returns, line feeds, and tabs. The Cisco Unified I P Phone

firmware controls all other pagination and wordwrap issues.
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Note

Note

Note

XML Object Definitions

Cisco Unified IP Phones support the full 1SO 8859-1 (Latin 1) character set.

Definition
<CiscoIPPhoneText>

<Title>Title text goes here</Titles>

<Prompt>The prompt text goes here</Prompts>

<Text>The text to be displayed as the message body goes here</Text>
</CiscoIPPhoneText>

Two optional fields can appear in the XML message:

e Thefirst optional field, Titie, defines text that displays at the top of the
display page. If aTitle is not specified, the nane field of the last chosen
MenuTtem displaysin the Tit1e field.

e The second optional field, prompt, defines text that displays at the bottom of
the display page. If a prompt is not specified, Cisco Unified CallManager
clears the prompt area of the display pane.

Many XML objects that are described in this document also have Tit1e and
prompt fields. These fields normally behave identically to behavior described in
this section.

Non-XML Text: This document only describes the supported CiscolPPhone
XML objects. You can also deliver plain text viaHTTP. Pages that are
delivered as MIME type text/html behave exactly the same as XML pages of
type ciscoIpPhoneText. Oneimportant differenceisthat you cannot include a
title or prompt.

Keypad navigation: Cisco Unified |P Phones allow navigation to a specific
line in a menu by pressing numeric DTMF keys. When a menu is on the
display, the number for selecting the menu is on the left.

When normal text displays, the numbers do not display on the left side of the
screen, but the navigation capability still exists. So, a carefully written text
service display can take advantage of this capability.

[ oL-142197

Cisco IP Phone Services Application Development Notes



Chapter2  CiscolPPhone XML Objects |

Il XML Object Definitions

CiscolPPhonelnput

When a Cisco Unified IP Phone receives an XML object of type
CiscoIPPhonelInput, it constructs an input form and displays it. The user then
enters data into each input item and sends the parameters to the target URL.
Figure 2-1 shows a sample display that is receiving input from a user.

Figure 2-1 Sample User Input Display

19:24 072000 arzeiline

& Stack Quote

HIOIT

Ticker Sumbolaapl
iEIETED

Enter the ticker symbal
Submit. A Cancel

Definition
<CiscoIPPhonelInputs>
<TitlesDirectory title goes here</Titlex
<Prompt>Prompt text goes here</Prompt>
<URL>The target URL for the completed input goes here</URL>
<InputItem>
<DisplayName>Name of the input field to display</DisplayName>
<QueryStringParam>The parameter to be added to the target
URL</QueryStringParams>
<DefaultValue>The default display name</DefaultValues>
<InputFlags>The flag specifying the type of allowable
input</InputFlags>
</InputItems>
</CiscoIPPhoneInputs>

The title and prompt tags in the object delimit text are used in the same way as
the identical fields in the other Ciscol PPhone XML objects.

Theurw tag delimits the URL to which theinput results are sent. The actual HTTP
request sent to this server specifies the URL with alist of parameters that are
appended to it as a query string. The parameters include Name/Value pairs, one
for each input item.
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XML Object Definitions

Ciscol PPhonelnput objects do not use the HTTP POST method.

The 1nput Item tag delimits each item in the list. The number of TnputTtems must
not exceed five. Each input item includes apisplayName, whichisthe prompt that
iswritten to the display for that particular item. Each item also has a
QuerystringParam, Which is the name of the parameter that is appended to the
URL when it is sent out after input is complete. Each input item can also use the
Defaultvalue tag to set the default value to be displayed.

Thefinal attribute for each input item comprises a set of TnputFlags. The
following table describes the input types that are currently defined.

InputFlag

Description

A

Plain ASCII text—use the DTMF keypad to enter text that consists
of uppercase and |owercase | etters, numbers, and special characters.

Telephone number—enter only DTMF digits for thisfield. The
acceptable input includes numbers, #, and *.

Numeric—enter numbers as the only acceptable input.

Equation—enter numbers and special math symbols.

Uppercase—enter uppercase letters as the only acceptable input.

L owercase—enter lowercase | etters as the only acceptable input.

v ricimz

Password field—enter individual characters using the standard
keypad-repeat entry mode. The system automatically converts
accepted characters into an asterisk, keeping the entered value
private.

S

Note P specifiestheonly rnputriag that works asamodifier.
For example, specify avalue of “AP” in the InputFiag
fieldto use plain ASCII astheinput type and to mask the
input as a password by using an asterisk (*).

During text entry, Cisco Unified IP Phones display softkeys to assist users with
text entry. Users can navigate between fields with the vertical scroll button that is
used to navigate menus, and so on.

[ oL-142197
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CiscolPPhoneDirectory

The phone originally incorporated the ciscoIPPhoneDirectory XML object to
support the Directory operation of Cisco Unified IP Phones, but it isavailable for
your development purposes also. Figure 2-2 shows how an XML
CiscoIPPhoneDirectory Object displays on the phone.

Figure 2-2 CiscolPPhoneDirectory Object Display Sample
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Dial  EditDial Exit more

Definition
<CiscoIPPhoneDirectory>
<TitlesDirectory title goes here</Titlex
<Prompt>Prompt text goes here</Prompt>
<DirectoryEntry>
<Name>The name of the directory entry</Name>
<Telephone>The telephone number for the entry</Telephonex>
</DirectoryEntry>
</CiscoIPPhoneDirectorys

Note  For the directory listing, the Cisco Unified IP Phone displays the appropriate
softkeys that are needed to dial the numbersthat are listed on the display. The
softkeys include the Edit Dial softkey, which allows users to insert access
codes or other necessary items before dialing.

The Title and prompt tagsin the XML object have the usual semantics. A single
CiscoIPPhoneDirectory Object can contain a maximum of 32 DirectoryEntry
objects. If more than 32 entries must be returned, use multiple
CiscoIPPhoneDirectory Objectsin subsequent HTTP requests.
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Custom Directories

You can use the Cisco Unified CallManager enterprise parameter, “URL
Directories” and Ciscol PPhone XML objects to display custom directories. The
“URL Directories” pointsto a URL that returns a ciscoIpphoneMenu Object that
extends the dir ectories menu. The request for “URL Directories” must return a
valid ciscolpphoneMenu Object, even if has NO pirectoryEntry objects.

To create a custom directory, use the following optional objectsin the order in
which they are listed:

1. Usethe ciscorprhoneInput XML object to collect search criteria.
2. Usethe ciscorpphoneText XML object to display status messages or errors.

3. Usethe ciscorpphonedirectory XML object to return alist of directory
entries that can be dialed.

You can omit the ciscoIPPhoneInput OF CiscoIPPhoneText Objects. You can
display multiple ciscoIPPhoneDirectory Objects by specifying an HTTP refresh
header that points to the URL of the next individual directory object, which the
user accesses by pressing the Next softkey on the phone.

CiscolPPhonelmage

Note

The Ciscol PPhonel mage provides abitmap display with a133 x 65 pixel pane that
isavailableto access services. Each pixel includesfour grayscal e settings. A value
of three (3) displays as black, and a value of zero (0) displays as white.

The phone uses an LCD display, which inverts the palette.

The ciscorpPhoneImage XML type lets you use the Cisco Unified | P Phone
display to present graphics to the user.

Definition

<CiscoIPPhoneImage>
<Title>Image title goes here</Titlex>
<Prompt>Prompt text goes here</Prompt>
<LocationX>Position information of graphic</LocationXs>
<LocationY>Position information of graphic</Location¥Ys>
<Width>Size information for the graphic</Widths>
<Height>Size information for the graphic</Height>

[ oL-142197
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<Depth>Number of bits per pixel</Depths>

<Datas>Packed Pixel Data</Data>

<SoftKeyItem>
<Name>Name of the soft key</Name>
<URL>URL of soft key</Name>
<Position>Numerical position of the soft key</Position>
</SoftKeyItems>

</CiscoIPPhoneImage>

The ciscoIPPhoneImage Object definition includes two familiar elements: Title
and prompt. These elements serve the same purpose as they do in the other
Ciscol PPhone XML objects. The Tit1e displays at the top of the page, and the
prompt displays at the bottom.

Use Locationx and Locationy to position the graphic on the phone display.
Position the upper, left corner of the graphic at the pixel defined by these two
parameters. Setting the X and Y location values to (0, 0) positions the graphic at
the upper, left corner of the display. Settingthe X and Y location valuesto (-1, -1)
centers the graphic in the services pane of the phone display.

Usewidth and zeight to size the graphic. If the values do not match with the pixel
stream specified in the pata field, results will be unpredictable incorrect.

pepth Specifies the number of bits per pixel. Cisco Unified IP Phones support a
maximum value of 2. A bit depth of 1 is black and white.

The pata tag delimitsa string of hexadecimal digits that contain the packed value
of the pixelsin the display. In the Cisco Unified IP Phone, each pixel has only
four possible values, which means that you can pack four pixelsinto asingle byte.
A pair of hexadecimal digits represents each byte.

Figure 2-3 provides an example of the mechanics of pixel packing. Scanning from
left to right in the display, the illustration shows the process for packing
consecutive pixel values of 1, 3, 2, and 0. First, the pixels get converted to 2-bit
binary numbers. Then, the binary pairs get re-ordered in sets of four to create a
single re-ordered byte, which two hexadecimal digits represent.

Cisco IP Phone Services Application Development Notes
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Figure 2-3 Packed Pixel Translation Example
Pixel values original sequence 1 3 2 0
Pixel values converted to 2-bit o1 11 10 00
binary pairs
Re-ordered binary pairs 00 10 11 01
1-byte packed hexadecimal value 2D
Definition
The following XML code defines a ciscorpPhoneTmage Object that displays the
seguence of pixels shown in Figure 2-3 asagraphic positioned at the center of the
phone display:
<CiscoIPPhoneImage>
<Title/>
<LocationX>-1</LocationX>
<LocationY>-1l</LocationY>
<Width>4</Width>
<Height>1</Height>
<Depth>2</Depth>
<Data>2D</Data>
<Prompt/>
</CiscoIPPhonelImage>
The graphic display comprises a contiguous stream of hexadecimal digits, with no
spaces or other separators. If the number of pixelsto be displayed does not
represent an even multiple of four, pad the end of the pixel datawith blank (zero
value) pixels, so the datais packed correctly. The phone ignores the padded data.
Cisco IP Phone Services Application Development Notes
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Je

Tip

Before displaying a graphic image on a Cisco Unified | P Phone, the software
clearsthe pane dedicated to services. If aservice hastext or other information
that must be preserved (including the title area), the information must get
redrawn as part of the graphic. If thetitle isto be hidden, the graphic must be
large enough to cover it.

CiscolPPhonelmageFile

The latest generation of Cisco Unified |P Phones have higher-resolution displays
with more color depth. The Cisco Unified IP Phone 7970, for example, has a
display area of 298x168 pixels available to the Services pane and renders images
in 12-bit color.

To support these more advanced displays, anew XML object allows the use of
color PNG images in addition to the grayscale ciscoIpPhoneImage Objects. The
CiscoIPPhoneImageFile Object behaves like the ciscoIPPhoneImage Object,
except for the image data. Instead of using the <pata> tag to embed the image
data, the <urL> tag points to the PNG image file.

The web server must deliver the PNG image to the phone with an appropriate
MIME Content-Type header, such as image/png, so the phone recognizes the
content as a compressed, binary PNG image. The PNG image can be either
palettized or RGB, and the maximum image size and color depth are model
dependent (see Table 2-2).

Table 2-2 Cisco Unified IP Phones Display Image Sizes and Color Depths
Resolution'
Model (width x height) Color/Grayscale Color Depth (bits)
Cisco Unified IP Phones N/A Grayscale 1
7905G/7911G/7912G?
Cisco Unified IP Phone 7920 128 x 59 Grayscale
Cisco Unified IP Phones 133 x 65 Grayscale 2
7940G/60G
Cisco Unified IP Phones 7941G, 298 x 144 Grayscale 4
7941G-GE, 7961G,7961G-GE
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Table 2-2 Cisco Unified IP Phones Display Image Sizes and Color Depths (continued)
Resolution'

Model (width x height) Color/Grayscale Color Depth (bits)

Cisco Unified IP Phone 7970G/7 298 x 168 Color 12

971G

Cisco |P Communicator 298 x 168 Color 24

1. Represents the size of the display that is accessible by Services—not the full resolution of the physical display.
2. The Cisco Unified IP Phones 7905 and 7912 have pixel-based displays, but they do not support XML images.

If the number of colorsin theimageis not reduced to match the phone
capabilities, theimage will be dithered by the phone and yield less than desirable
results in most cases. To reduce the number of colorsin a graphics editing
program, such as Adobe Photoshop, use the “Posterize” command. The
“Posterize” command takes one value as input for the number of color tones per
color channel. For example, using the value of 16 (4-bits per channel = 16 tones
per channel) will correctly dither the col or pal ette of theimage for the best display
results on the Cisco Unified IP Phone 7970.

Figure 2-4 shows a Ciscol PPhonel mageFile object on a Cisco Unified IP Phone
7970 display.

Figure 2-4 Cisco Unified IP Phone 7970 Image File Display
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Definition
<CiscoIPPhoneImageFile>
<Title>Image Title goes here</Titlex>
<Prompt>Prompt text goes here</Prompt>
<LocationX>Horizontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationYs>
<URL>Points to the PNG image</URL>
</CiscoIPPhoneImageF

CiscolPPhoneGraphicMenu

Graphic menus serve the same purpose as text menus: they allow a user to select
aURL from alist. Use graphic menus in situations when the items may not be
easy to display in atext list. For example, users might prefer to have their choices
presented in a non-ASCI| character set such as Kanji or Arabic.

In these cases, the system presents the information as a bitmap graphic. The user
then enters a number from the DTMF keypad to make a menu selection.

Definition
<CiscoIPPhoneGraphicMenu>
<Title>Menu title goes here</Titles
<Prompt>Prompt text goes here</Prompt>
<LocationX>Position information of graphic</LocationXs>
<LocationY>Position information of graphic</Location¥Ys>
<Width>Size information for the graphic</Widths>
<Height>Size information for the graphic</Height>
<Depth>Number of bits per pixel</Depths>
<Datas>Packed Pixel Data</Data>
<MenuItem>
<Name>The name of each menu item</Name>
<URL>The URL associated with the menu item</URL>
</Menultem>
</CiscoIPPhoneGraphicMenus>

Menu items in the graphic menu have a name, like the text menu counterparts.
Although the name does not display to the user, it still performs a function. The
name of the menu item provides the default title that is used when the URL for the
chosen item isloaded. If the loaded page has atitle of its own, the phone uses that
title instead.

Cisco IP Phone Services Application Development Notes
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The XML tagsin graphicMenu usethetag definitionsfor ciscorpPhoneImage and
ciscoIPPhoneMenu. Although the semantics of the tags are identical, you can have
only 12 menuItem Objectsin a ciscoIPPhoneGraphicMenu Object. See

“Ciscol PPhoneMenu” and “ Ciscol PPhonelmage” for detailed descriptions.

CiscolPPhoneGraphicFileMenu

Some of the latest Cisco Unified IP Phone models, such as the

Cisco Unified IP Phone 7970 and Cisco I P Communicator, have pointer devices.
The Cisco Unified IP Phone 7970 uses a touchscreen overlay on the display, and
the PC-based Cisco IP Communicator uses the standard Windows mouse pointer.

Because these devices can receive and process “pointer” events, a
CiscoIPPhoneGraphicFileMenu Object exposes the capability to application
developers. The Ciscol PPhoneGraphicFileMenu behaves similar to the

Ciscol PPhoneGraphicM enu, in that agroup of optionsare presented by an image.
When one of those objects is selected, a URL action initiates. However, the new
FileMenu does not use the keypad, but uses rectangular touch areas. This
rectangular touch area, <Touchareas, is defined by coordinates relative to the
upper-left corner of the Services display. The (X1,Y 1) points specify the
upper-left corner of the <Toucharea>, and (X2,Y 2) specify the lower-right corner
of the <Touchareas.

Figure 2-5 shows the display of the Ciscol PPhoneGraphicFileMenu.

Figure 2-5 CiscolPPhoneGraphicFileMenu
&30 3 06p 09/23/03
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If the coordinates that are supplied in <Touchareas tag exceed the dimensions of
the phone display, the <Touchareas rectangle will be “clipped” to fit. See
Table 2-2, “Cisco Unified IP Phones Display Image Sizes and Color Depths” for
alisting of usable display resolutions for each phone model.

The <Touchareas rectangles are allowed to overlap, and the first match is always
taken. Thisallows a sense of Z-order for images where smaller touchabl e objects
can be overlaid on top of larger ones. In this case, the smaller object <MenuTtems
must appear beforethelarger oneinthe <ciscorpPhoneGraphicFileMenus Object.

Therequirementsfor the PNG imagereferenced by the <urL> tag match those that
the Ciscol PPhonel mageFile object uses.

Definition
<CiscoIPPhoneGraphicFileMenu>
<Title>Image Title goes here</Titlex>
<Prompt>Prompt text goes here</Prompt>
<LocationX>Horizontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationYs>
<URL>Points to the PNG background image</URL>
<Menultem>
<Name>Same as CiscoIPPhoneGraphicMenu</Name>
<URL>Invoked when the TouchArea is touched</URL>
<TouchArea Xl="left edge" Yl="top edge" X2="right edge" Y2="bottom
edge" />
</Menultem>
</CiscoIPPhoneGraphicFileMenus>

CiscolPPhonelconMenu

Icon menus serve the same purpose as text menus: they allow a user to select a
URL from alist. Use icon menus in situations when you want to provide
additional visual information to the user to show the state or category of an item.
For example, you include aaread and unread icon in amail viewer. You can use
the icons can to convey the message state.

Iconsin the ciscoIpPhoneMenu Object have a maximum width of 16 pixels and a
maximum height of 10 pixels.

Cisco IP Phone Services Application Development Notes
m. oL- 142197 |




| Chapter2

CiscolPPhone XML Objects

XML Object Definitions

Figure 2-6 shows an IconMenu on a Cisco Unified IP Phone.

Figure 2-6 IconMenu on a Cisco Unified IP Phone Sample
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The system presents the information as a bitmap graphic to the left of the menu
item text. The user selects menu items in the same way as a ciscoIPPhoneMenu
object.

Definition
<CiscoIPPhoneIconMenus
<Title>Title text goes here</Titles
<Prompt>Prompt text goes here</Prompts>
<MenulItem>
<IconIndex>Indicates what IconItem to display</IconIndex>
<Name>The name of each menu item</Name>
<URL>The URL associated with the menu item</URL>
</Menultem>
<SoftKeyItem>
<Name>Name of soft key</Name>
<URL>URL or URI of soft key</URL>
<Position>Position information of the soft key</Positions>
</SoftKeyItems>
<IconItem>
<Index>A unique index from 0 to 9</Index>
<Height>Size information for the icon</Height>
<Width>Size information for the icon</Widths>
<Depth>Number of bits per pixel</Depths>
<Datas>Packed Pixel Data</Data>
</IconItem>
</CiscoIPPhonelconMenus>

The XML tagsin IconMenu use the tag definitions for Ciscol PPhonel mage and
Ciscol PPhoneM enu. Although the semantics of the tags are identical, you can
have only 32 Menultem objectsin a ciscoIpPhoneIconMenu Object. See
“Ciscol PPhoneMenu” and “ Ciscol PPhonelmage” for detailed descriptions.

[ oL-142197
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CiscolPPhonelconFileMenu

Thisicon menuissimilarto ciscoIPPhoneMeny, but it usescolor PNG iconsrather
than grayscale CIP icons. Use icon menusin situations when you want to provide
additional visual information to the user to show the state or category of an item.
For example, you can use icons to indicate priority (see Figure 2-7).

Iconsin the ciscoIPPhoneIconFileMenu Object have a maximum width of 18
pixels and a maximum height of 18 pixels. Instead of using the <pata> tag to
embed the image data into the <1conTtens> tag, this object uses a <urL> tag to
point to the PNG image file to be used for that icon.

Figure 2-7 CiscolPPhonelconFileMenu Object Display Sample
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Definition
<CiscoIPPhoneIconFileMenu>
<Title>Title text goes here</Title>
<Prompt>Prompt text goes here</Prompts>
<Menultem>
<IconIndex>Indicates what IconItem to display</IconIndex>
<Name>The name of each menu item</Namex>
<URL>The URL associated with the menu item</URL>
</Menultem>
<IconItem>
<Index>A unique index from 0 to 9</Index>
<URL>location of the PNG icon image</URL>
</IconItem>
</CiscoIPPhonelconFileMenus>
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CiscolPPhoneStatus

Note

The Ciscol PPhoneStatus object is also a displayabl e object, but differs from the
preceding objectsin that it displays on the Call plane of the phone rather than the
Services plane. The Ciscol PPhoneStatus object “ hovers” above the Call plane and
istypically used in conjunction with CTI applicationsto present application status
to the user.

Because the Status object is only present on the Call plane, the object cannot be
closed or cleared by the user (for example, by pressing Services). In order to clear
the object, the phone must execute the Init:AppStatus URI. Thiswould typically
occur as the result of an application server PUSHing an Execute object to the
phone that contains the Init:AppStatus URI.

The Ciscol PPhoneStatus object can only be pushed (HTTP POST) to the phone,
it cannot be pulled (HTTP GET).

The Ciscol PPhoneStatus object can be refreshed or replaced at any time. It is not
necessary to clear an existing Status object before sending a new Status object.
The new object simply replaces the old object.

Figure 2-8 shows the Ciscol PPhoneStatus object that contains the following
visual elements:

e 106 x 21 graphics area for displaying CIP images (same image format as
Ciscol PPhonelmage)

¢ Seedable, free-running timer (optional)
e Single-line text area (optional)

Figure 2-8 IconMenu on a CiscolPPhoneStatus Sample
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Definition

<CiscoIPPhoneStatus>
<Text>This is the text area</Text>
<Timer>Timer seed value in seconds</Timers>
<LocationX>Horizontal alignment</LocationXs>
<LocationY>Vertical alignment</Location¥>
<Width>Pixel width of graphic</Width>
<Height>Pixel height of graphic</Heightx>
<Depth>Color depth in bits</Depths>
<Data>Hex binary image data</Datas>

</CiscoIPPhoneStatus>

CiscolPPhoneStatusFile

The behavior of thisobject isidentical to the ciscorprhonestatus object, except
it usesa color PNG image instead of a grayscale CIP image for the graphics area.

The maximum image size is 262 x 50 pixels for the Cisco 7970, but may be
different for other phone models.

Figure 2-9 showshow an XML ciscoIpPhoneStatusFile Object displaysonaphone.

Figure 2-9 CiscolPPhoneStatusFile Object Display Sample
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Definition

<CiscoIPPhoneStatusFiles>

<Text>This is the text area</Text>
<Timer>Timer seed value in seconds</Timers>
<LocationX>Horizontal alignment</LocationXs>
<LocationY>Vertical alignment</Location¥s>
<URL>location of the PNG image</URL>
</CiscoIPPhoneStatusFilex>
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Note that instead of using the <pata> tag to embed the image data, this object uses
a <urL> tag to point to the PNG image file to be used for the graphics area.

CiscolPPhoneExecute

Note

The ciscoIPPhoneExecute Object differs from the other Ciscol PPhone objects. It
is not a displayable object for providing user interaction. The purpose of this
object isto deliver (potentially multiple) execution requests to the phone.

Like the other XML objects, the Ciscol PPhoneExecute can be either pushed
(HTTP POST) or pulled (HTTP GET). Upon receiving a Ciscol PPhoneExecute
object, the phone will begin executing the specified Executeltems. Order of
execution is not guaranteed, so Executeltems will likely not execute in the order
in which they are listed in the Ciscol PPhoneExecute object.

Limit therequeststo three Executeltems: only one can beaURL and two URIs
per ciscoIPPhoneExecute Object, or you can send three URIs with no URL.

Definition
<CiscoIPPhoneExecutes>

<ExecuteItem URL="the URL or URI to be executed”/>
</CiscoIPPhoneExecute>

The <Executeltens tag of the ciscorpPPhoneExecute Object includes an optional
attribute called Priority. The Priority attribute is used to inform the phone of the
urgency of the execute request and to indicate whether the phone should be
interrupted to perform the request. The Priority levels determine whether the
phone must be idle to perform the requested action. The Idle Timer (along with
an optional Idle URL) is defined globally in the Cisco Unified CallManager
Administration Enterprise Parameters and can be overridden on a per phone basis
in the Cisco Unified CallManager Device configuration.

The following table lists the Priority levels and their behavior.

Behavior

Description

0 = Execute Immediately The URL executesregardless of the state of the phone. If the Priority

attribute does not get specified in the <executertens, the default
priority gets set to zero for backward compatibility.

[ oL-142197
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Behavior Description

1 = Execute When Idle The URL gets delayed until the phone goesidle, then it executes.

2 = Execute If Idle The URL executes on an idle phone; otherwise, it does not get
executed (it does not get delayed).

Y

Note  The Priority attributeisonly used for HTTP URLSs. Internal URIs always execute
immediately.
Example

The following ciscoIPPhoneExecute Object results in the phone playing an alert
“chime,” regardless of the state of the phone, but waits until the phone goesidle
before displaying the specified XML page:
<CiscoIPPhoneExecutes

<ExecuteItem Priority=”0” URL="Play:chime.raw”/>

<Executeltem Priority="1" URL="http://server/textmessage.xml”/>
</CiscoIPPhoneExecute>

CiscolPPhoneResponse

The ciscoIPPhoneResponse Object items provide messages and information
resulti ng from ciscoIPPhoneExecute. ASaresult, aresponseItenm eXistsfor each
ExecuteItenms that you send. The order differs based on completion time, and the
execution order is not guaranteed.

The URL attribute specifies the URL or URI that was sent with the request. The
Data attribute contains any special datafor the item. The Status attribute specifies
astatus code. Zero indicates that no error occurred during processing of the

Executeltem. If an error occurred, the phonereturnsa ciscoIpPPhoneError Object.

Definition

<CiscoIPPhoneResponsex>
<Responseltem Status="the success or failure of the action”
Data="the information returned with the response”

URL="the URL or URI specified in the Execute object”/>
</CiscoIPPhoneResponse>
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CiscolPPhoneError

The following list gives possible Ciscol PPhoneError codes:
e Error 1 = Error parsing ciscoIPPhoneExecute Object
e Error 2 = Error framing ciscoIpPPhoneResponse Object
e Error 3 = Interna file error

e Error 4 = Authentication error
Definition

<CiscoIPPhoneError Number="x"/> optional error
message<.CiscoIPPhoneError>

The text value of the ciscorpPhoneError Object may contain an optional error
message to further describe the nature of the error condition.

Custom Softkeys

Note

Cisco Unified IP Phones can use custom softkeys with any of the displayable
Ciscol PPhone XML objects, excluding the ciscorpphonestatus object which
cannot control softkeys and the ciscorpphoneExecute oObject which is not
displayable.

Softkeys can have either URL or URI “actions” associated with them. The
softkeyItem can define separate actions to be taken when the softkey is pressed
and released. The standard Ul behavior is to execute an action when a key is
released, and this action is defined by the <urw> tag. An action can also be taken
when the softkey isinitially pressed by including the optional <urLDown> tag. For
example, you might use <urLDown> for a press-to-talk application in which
pressing the button starts audio streaming and releasing the button stops it.

The <URLDown> tag can only contain Internal URIs - it cannot contain an HT TP
URL. The“URL" in the name “URLDown” does not signify that an HTTP URL
can be used.

[ oL-142197
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Definition

<SoftKeyItem>
<Name>Displayed sofkey label</Name>
<URL>URL or URI action for softkey RELEASE event</URL>
<URLDown>URL or URI action for softkey PRESS event</URLDowns>
<Position>position of softkey</Positions>

</SoftKeyItems>

Example
In this example, a ciscorPPhoneText Object has a single custom softkey defined:

<CiscoIPPhoneText>
<Text>This object has one softkey named "Custom"</Text>
<SoftKeyItem>
<Name>Custom</Name>
<URL>http://someserver/somepage</URL>
<Position>4</Position>
</SoftKeyItem>
</CiscoIPPhoneText>

If any custom softkeys are defined in the XML object, then al| default softkeysare
removed from that object. Thus, if f the default softkey behavior is required (in
addition to the custom softkeys), then it must be explicitly defined in the XML
object using a <softkeyItems tag. Theinternal Softkey URIs can be used inthe
<URL> tag of <softkeyItems toinvoke default softkey actionsfrom custom
softkeys. See Chapter 3, “Internal URI Features” for more information on
invoking internal softkey features.

Example

The following softkey definitions would provide the custom softkey, without
losing the default “ Select” behavior:

<SoftKeyItem>
<Name>Select</Name>

<URL>SoftKey:Select</URL>
<Position>1l</Position>

</SoftKeyItem>

<SoftKeyItem>
<Name>Custom</Name>
<URL>http://someserver/somepage</URL>
<Position>4</Position>

</SoftKeyItem>
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XML Considerations

The XML parser in Cisco Unified IP Phones does not function as a fully capable
XML parser. Do not include any tags other than those defined in your XML
display definitions.

S

Note  All CiscolPPhone el ement names and attribute names are case sensitive.

Mandatory Escape Sequences

By XML convention, the XML parser also requiresthat you provide escape val ues
for afew special characters. Table 2-3 lists characters and their escape values.

Table 2-3 Escape Sequences for Special Characters
Character Name Escape Sequence
& Ampersand &amp;

" Quote & quot;

! Apostrophe & apos;

< Left angle bracket &lt;

> Right angle bracket &at;

Escaping text can be tedious, but some authoring tools or scripting languages can
automate this task.

XML Encoding

Since the phone firmware can support multiple encodings, the XML encoding
should always be set in the XML header.

If the XML encoding header is not specified, the phone will default to the
encoding specified by the current user locale.

Cisco IP Phone Services Application Development Notes
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S

Note

Thisbehavior isNOT compliant with XML standards, which specify UTF-8 asthe
default encoding, so any UTF-8 encoded XML object must have the encoding
explicitly set for the phone to parse it correctly.

Theencoding value specified in the XML header must match one of the encodings
provided by the IP Phonein its Accept-Charset HT TP request header, as shown in
the example below.

Example

The following examplesillustrate UTF-8 and | SO-8859-1 encoding, respectively:
<?xml version="1.0" encoding="utf-8" ?>

<?xml version="1.0" encoding="iso-8859-1" ?>

For details on setting HTTP header encoding settings, see the “HTTP Encoding
Header Setting” section on page 5-8.
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Internal URI Features

Internal uniform resource identifiers (URIs) provide access to embedded phone
features such as placing calls, playing audio files, and invoking built-in object
features. These sections provide details about the available internal URIs:

Supported URIs by Phone Model
URIsfor Pressing Buttons on the Phone
URIsfor Invoking Softkey Functionality
URIsto Control RTP Streaming

Miscellaneous URIs

Supported URIs by Phone Model

Table 3-1 lists the URIs that are supported for this release.

Table 3-1 URIs Supported for Release 5.0 Cisco Unified IP Phone Services SDK
7941G / 7941G-G
7905G / 7961G / 7961G-GE /
7911G / 7970 G/ 7971G
Phone Model URI Group 7912G 7920 |7940G / 7960G IP Communicator
Key X X X X
Softkey X X X X
Init X X X X
Cisco IP Phone Services Application Development Notes
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Table 3-1 URIs Supported for Release 5.0 Cisco Unified IP Phone Services SDK (continued)

7941G / 7941G-G

7905G / 7961G / 7961G-GE /

71911G / 7970 G/ 79711G
Phone Model URI Group 7912G 7920 |7940G / 7960G IP Communicator
Dial, EditDial X X X X

Play

X
QueryStringParam X
Unicast RTP (RTPRx, RTPTx) X x12
Multicast RTP (RTPMRx, RTPMTx) |X

X| X | X| X
X| X | X| X

1. Does not support the Volume parameter for RTP Receive streams.
2. Cisco Unified |P Phone 7920 only supports one incoming and one outgoing unicast stream.

URIs for Pressing Buttons on the Phone

The Key URI allows a programmer to send an event that a key has been pressed.
The system initiates the event as if the button was physically pressed.

Note that when buttons are pressed with this method, if the button is not present
on the phone (hard button) or not available (softkey) when the URI is processed,
the event is discarded.

Example 3-1 Key:Soft1

If the softkey set is changing and disabled while the event is being processed, the
request is discarded.

Verify available softkeys by using the QA web pages that the phones web server
provides to indicate the active softkey set.
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URIs for Pressing Buttons on the Phone

URI Format:

Key:n

Where
n = aKey name.

The following is a complete listing of the Key URIs:

Key:Linel to Key:Line34
Key:KeyPad0 to Key:KeyPad9
Key:Softl to Key:Soft5
Key:KeyPadStar
Key:KeyPadPound
Key:VolDwn

Key:VolUp

Key:Headset
Key:Speaker

Key:Mute

Key:Info

Key:Messages
Key:Services
Key:Directories
Key:Settings

Key:NavUp
Key:NavDwn
Key:AppMenu

Key:Hold
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URIs for Invoking Softkey Functionality

You can execute native softkey functionality when the phone executes a Softkey
URI. The SoftKey URI allows developers to customize softkey names and layout
in the Services and Directories windows while retaining the functionality that the
softkeys provide.

Softkey URIswork in menu items and in softkey itemsin the XML objects for
which they natively occur on the phone.

SoftKey

URI Format:

SoftKey:n

Where

n = one of the following softkey names:
e Back
e Cancel
e EXit
e Next
e Search
e Select
e Submit
e Update
+ Dia
e EditDia
o <L

Table 3-2 contains valid softkey actionsfor each XSI object typefollow. The URI
invokes the native functionality that each key possesses in the given object
context.
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Table 3-2 Valid Softkey Actions for CiscolPPhoneObject Types
Edit
IPPhoneObject Select [Exit \Update Submit Search (<< |[Cancel Next |Dial |Dial
Ciscol PPhoneM enu X X
Ciscol PPhonel conM enu X X
Ciscol PPhoneText X X
Ciscol PPhonel mage X X
Ciscol PPhoneGraphicM enu X X
Ciscol PPhonel nput X x1 X |X
Ciscol PPhoneDirectory X X X2 |x?

1. Only when used under the Directories button.

2. TheSoftKey:Dial and SoftKey:EditDial URIscan beused only for Directory objects, but the Dial:xxx and EditDial:xxx URIs
can be used as the URL of any SoftKeyltem or Menultem. For more details, see the “Miscellaneous URIS” section on
page 3-10.

QueryStringParam URI

The QueryStringParam URI allows an application developer to collect more
information from the user with lessinteraction. When the user performs an action
with a softkey, you can either append a query string parameter to the URL of the
highlighted Menultem or append the query string parameter from the Menultem
to the URL of the softkey.

URI Format:

QueryStringParam:d

Where

d = the data to be appended to a corresponding URL.

Example 3-2 QueryStringParam URI in a CiscolPPhoneMenu object

<CiscoIPPhoneMenu>
<Title>Message List</Title>
<Prompt>Two Messages</Prompt>
<MenuItem>
<Name>Message One</Name>

Cisco IP Phone Services Application Development Notes
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<URL>QueryStringParam:message=1</URL>
</Menultem>
<MenulItem>
<Name>Message Two</Name>
<URL>queryStringParam:message=2</URL>
</Menultem>
<SoftKeyItem>
<Name>Read</Name>
<URL>http://server/read.asp</URL>
</SoftkeyItem>
<SoftKeyItem>
<Name>Delete</Name>
<URL>http://server/delete.asp</URL>
</SoftkeyItem>
</CiscoIPPhoneMenus>

Example 3-2 shows how to use the QueryStringParam URI in a
CiscoIPPhoneMenu Object. The ciscoIpPhoneMenu Object includes two
Menultems with QueryStringParam URIs. If the user chooses the Menultem(s)
with the numeric keypad, the cursor moves to that entry, but nothing executes
because the values are QueryStringParam URIs.

If the user presses either custom softkey, the currently highlighted Menultem URI
value gets appended to the softkey URL that was pressed and requested from the
web server.

If you highlight the first Menultem and press the Read softkey, the phone
generates the following URL:

http://server//read.asp?message=1

Example 3-3 Selecting an Item with Numeric Keypad Calls the URL

<CiscoIPPhoneMenu>

<Title>Message List</Title>

<Prompt>Two Messages</Prompt>

<MenulItem>
<Name>Messae One</Name>
<URL>http://server/messages.asp?message=1</URL>

</Menultem>

<MenulItem>
<Name>Messae Two</Name>
<URL>http://server/messages.asp?message=2</URL>

</Menultem>

<SoftKeyItem>
<Name>Read</Name>
<Position>1l</Position><URL>QueryStringParam:action=read</URL>
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</SoftKeyItems>
<SoftKeyItem>
<Name>Delete</Name>
<Position>2</Position><URL>QueryStringParam:action=delete</URL>
</SoftKeyItem>
</CiscoIPPhoneMenu>

The Cisco Unified IP Phones allow you to implement the Query StringParam URI
in either manner although Example 3-3is not as efficient as Example 3-2. Choose
the best way to perform the action based on your applications needs.

Example 3-3 does have a slight advantage in that if the user chooses an item with
the numeric keypad, the URL gets called. This would allow you to invoke some
default behavior such as to read the message in the example. By highlighting the
first message and pressing the Read softkey, the phone creates the following
URL:

http://server/messages.asp?message=1& action=read

Using the QueryStringParam URI reduces the size of the XML objects that you
generate by not having to repeat redundant portions of aURL in every Menultem.

URIs to Control RTP Streaming

You can invoke RTP streaming via URIs in services. You can instruct the phone
to transmit or receive an RTP stream with the following specifications:

e RTPRx
e RTPTx
e RTPMRX
e RTPMTX
The supported format of the RTP stream foll ows:
e Thecodecis G.711 mu-Law.
¢ The packet sizeis 20 ms.
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RTPRx

The RTPRx URI instructs the phone to receive a Unicast RTP stream or to stop
receiving Unicast or Multicast RTP streams.

URI Formats:

RTPRx:i:p:v

RTPRx:Stop

Where

i = the IP Address from which the stream is coming.

p = the UDP port on which to receive the RTP stream. Ensure that thisis an even
port number within the decimal range of 20480 to 32768. If no port is specified,
the phone chooses a port and returns it when initiated by a push request.

Stop = the parameter that will stop any active RTP stream from being received on
channel one

v = the optional volume setting that controls the volume of stream playout. The
supplied value is a percentage of the maximum volume level of the device and
must be in the range 0-100. The phone converts the specified percentage into the
closest device-supported volume level setting and usesit. After theinitial volume
level gets set and the stream starts, you can manually change the volume level as
needed. If the optional volume parameter does not get included, the current
volume setting on the phone gets used as the default.

RTPTx

Use the RTPTx URI to instruct the phone to transmit a Unicast RTP stream or to
stop transmitting Unicast or Multicast RTP streams.

URI Formats:

RTPTx:i:p
RTPTx:Stop

Where
i = the IP Address to which an RTP stream is transmit ed.

p = the UDP port on which to transmit the RTP stream. Ensure that thisisan even
port number within the decimal range of 20480 to 32768.

Stop = the parameter that will stop any active RTP stream from being transmitted
on channel one.
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The RTPMRx URI instructs the phone to receive a Multicast RTP
URI Format:

RTPMRx:i:p:v

Where
i = the Multicast IP Address from which to receive an RTP stream.

p = the Multicast UDP port from which to receivethe RTP stream. Ensurethat this
is an even port number within the decimal range of 20480 to 32768.

v = the optional volume setting that controls the volume of stream playout. The
supplied value is a percentage of the maximum volume level of the device and
must be in the range 0-100. The phone converts the specified percentage into the
closest device-supported volume level setting and usesit. After theinitial volume
level gets set and the stream starts, you can manually change the volume level as
needed. If the optional volume parameter does not get included, the current
volume setting on the phone gets used as the default.

The RTPMTx URI instructs the phone to transmit a Multicast RTP stream.
URI Formats:

RTPTx:i:p

Where

i = the Multicast IP Address to which an RTP stream is transmitted.

p = the Multicast UDP port on which to transmit the RTP stream. Ensure that this
is an even port number within the decimal range of 20480 to 32768.
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Miscellaneous URIs

This section describes the following miscellaneous URIs:
e Init
e Dia
e EditDia
e Play

Init
Thelnit URI alowsan application to initialize afeature or datawith the argument
that is passed with the URI.
URI Format:
Init:o
Where
0 = the Object name.
Valid object name:

callHistory—When the phone encounters an Init:CallHistory URI, it clears the
internal call history logs that are stored in the phone. This action initializes
Missed Calls, Received Calls, and Placed Calls.

Dial

The Dia URI initiates anew call to a specified number. The Dial URI invokes
when it is contained in amenu item, the menu item is highlighted, and the device
is taken off hook.

Activate the Dial URI by one of the following:
e Line button
e Speaker button
e Headset button
e Handset hook switch

Cisco IP Phone Services Application Development Notes




| Chapter3 Internal URI Features

EditDial

Play

Miscellaneous URIs Tl

¢ Normal menu item
e Softkey item selection
URI Format:
Dial:n
Where
n = the number dialed (such as Dial:1000).

The EditDial URI initiates a new call to a specified number. The EditDial URI
invokeswhenitis contained in amenu item, the menu item is highlighted, and the
device is taken off hook.

Activate the EditDial URI by one of the following:
e Line button
e Speaker button
e Headset button
e Handset hook switch
¢ Normal menu item
e Softkey item selection
URI Format:

EditDial:n

Where
n = the number dialed (such as EditDial:1000).

The Play URI downloads an audio file from the TFTP server and plays through
the phone speaker. This same mechanism also plays ring files, and the format of
the files is the same. You could use the Play URI to play files that are in the
Ringlist.xml or those that are not. If the phone is equipped with an MWI light, it
will be flashing while the audio fileis playing, providing a visual alert as well.
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If youwant to achieve aunique audible notification, use afile that is not available
from the Ringlist.xml.

URI Format:

Play: £

Where
f =thefilename of araw audio file in the TFTP path (such as Play: Classic2.raw).
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Cisco IP Services
Software Development Kit (SDK)

The Cisco IP Services Software Development Kit (SDK) contains everything to
create XML applications, including necessary documentation and sample
applications. Contact Cisco Developer Services to obtain the SDK at:
http://www.cisco.com/go/devel opersupport.

These sections describe the Cisco | P Services SDK:

e SDK Components

e Sample Services Requirements

SDK Components

The following list contains the components that are included in the SDK:

¢ Documentation

Cisco | P Services Development Notes (in Adobe Acrobat format)
Cisco URL Proxy Guide (Rich Text Format)

Cisco LDAP Programming Guide (Microsoft Word format)
Cisco CIP Image Release Notes (MicrosoftWord format)

Cisco IP Applications Samples (Microsoft Word format)
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e Development Tools

Cip.8bi—Adobe Photoshop plugin that allows .cip extensions to be
viewed and saved.

Cip2Gif.exe—DOS-based program that converts .cip files to .gif.
Gif2Cip.exe—DOS-based program that converts .gif filesto .cip.
ImageViewer.exe—Windows application that displays .cip graphic files.

Cisco CIPImage—used for converting images to and from CIP images
(automatically installed)

Cisco URL Proxy—Proxy server that is needed to use the sample
services (automatically installed).

Cisco LDAP Search—Service that isinstalled to do LDAP searches
(automatically installed).

Microsoft XML Parser (MXSML) 3.0—Used for parsing XML data
(automatically installed)

Cisco Unified IP Phone Services A SP/Javascript Library (automatically
installed)

Cisco Unified IP Phone Services Java Library—Used by the JSP apps
(manually installed - see JSP Install readme)

CallManager Simulator —Used for developing Phone Services without a
CallManager server

Cisco Unified IP Phone XML Schema (.xsd) file—Used with an XML
editor to validate XML syntax

e Sample Services

Weather forecast |ookup for any city (ASP)
Currency Exchange Rates and Converter (ASP
UPS Rates & tracking (ASP)

World Clock (ASP)

Measurement conversions (ASP)

US White pages/Yellow Pages search (ASP)
Calendar (ASP)

Stock Ticker (ASP)
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Stock Chart (ASP)

Push2Phone (A SP and JSP)
Click2Dial (ASP and JSP)

IdleURL (ASP) - Not supported on Cisco 7905 and 7912 | P Phones
M Conference (JSP)

Hootie (ASP)

InterCom (ASP)

JPEGViewer (ASP)

Logo (ASP)

Clock (ASP)

Personal Service (ASP)

WaterMark (ASP)

Extension Mobility Controller (JSP)
Speed Dials (JSP)

Group MWI (JSP)

AutoDialer (JSP)

PhotoDirectory (JSP)

Callerinfo (JSP)

PushA uthenticate (ASP)

ScreenShot (ASP)

Integrating RS-232 deviceswith IP Telephony Applications (OtherApps)
PNGViewer (ASP)

Keyboard (ASP)

MultiDirectory (ASP)

Phone Push Step and Subsystem (Cisco Unified Contact Center Express
/ CRS)
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Sample Services Requirements

The following list contains the items that are required for the sample services to
work properly:

e Microsoft 1S 4.0 or later (for ASP sample services)

e Sun J2SE 1.4.2 or later and Tomcat 4.0 or later (for JSP sample services)
¢ Internet Connection to external websites like Yahoo.com, Chn.com etc.

¢ Cisco Unified CallManager 4.1(2) or later.

e Cisco 7905, 7912, 7920, 7940, 7960, 7970 or other XML services-enabled IP
Phone

The setup program installs a CiscoServices web project to c:\Ciscol pServices
directory. The sample services get copied to the c:\Ciscol pServices\Services
subdirectory, and 11S and WSH example codes are provided. The web server
already senses these services; you need no further administration. You can view
or edit all the source code with any text editor. For additional documentation, go
to this directory: c:\CiscolpServices\Documentation. Find tools to help develop
services in c:\Ciscol pServices\Tools.
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HTTP Requests and Header Settings

Cisco Unified IP Phonesuse HTTP to communicate to external applications. The
phone firmware includes both an HTTP client for making requests, and an HTTP
server for receiving requests. This chapter describes the capabilities of the HTTP
interface.

This chapter contains the following sections:
e HTTP Client Requests (HTTP GET)
e HTTP Server Requests (HTTP POST)
e HTTP Header Settings
¢ ldentifying the Capabilities of IP Phone Clients
e Accept Header

e Accessing IP Phone Information

HTTP Client Requests (HTTP GET)

The following description designates how HTTP client requests are handled:

1. The Cisco Unified IP Phone HTTP client performsan HTTP GET for a
specified URL.

2. The HTPP server processes request and returns an XML object or plain text.
3. The phone processes the supported HTTP headers.

Cisco IP Phone Services Application Development Notes
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4. The phone parsesthe XML object if ContentType is text/xml.

5. The phone presents data and options to the user, or in the case of a
Ciscol PPhoneExecute object, begins executing the URIs.

HTTP Server Requests (HTTP POST)

The following description designates how an HT TP server request is made to the
phone via an HTTP POST operation:

1. The server performsan HTTP POST in response to a case-sensitive URL of
the phone with this format: http://x.x.x.x/CGI/Execute, where x.X.x.x
represents the | P address of the destination Cisco Unified IP Phone.

The form that is posted should have a case-sensitive form field name called
“XML" that contains the desired XML object. For any HTTP POST
operation, the server must provide basic HTTP authentication information
with the POST. The provided credentials must be of a user in the global
directory with a device association with the target phone.

If the credentialsareinvalid, or the Authentication URL is not set properly in
the Cisco Unified CallManager Administration, the phone will return a
Ciscol PPhoneError with avalue of 4 (Authentication Error) and processing
will stop.

2. The phone processes the supported HTTP headers
3. The phone parses and validates the XML object

4. The phone presents data and options to the user, or in the case of a
Ciscol PPhoneExecute object, begins executing the URIs.

Tip Any HTTP POST object islimited to 512 bytes in size. Larger objects (such as
images) can only be delivered to the phone viaHTTP GET. So, to push large
objectsto the phone, the server application must take an indirect approach. To do
this, push an Execute object to the phone that contains an Executeltem pointing
to the URL of the large object.
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Note  JTAPI also can push an XML object directly to an IP phone, with the added
benefit of not requiring authentication (since the JTAPI connection itself is
already authenticated). This option works particularly well for adding XML
services interfaces to existing CTI applications (where the overhead of the CTI
connection is already a requirement). Objects pushed via JTAPI are also limited
to a maximum size of 512 bytes. See the Cisco Unified CallManager JTAPI
Developer Guide for more information.

HTTP Header Settings

The following list provides definitions for HTTP header elements for
Cisco Unified IP Phone Services:

¢ “Refresh”—sets the refresh time (in seconds) and URL
- Ifnotimeissetor it is zero, the refresh gets set to manual.
— If no URL is set, the current URL gets used.
See the “HTTP Refresh Setting” section on page 5-3 section.

¢ ContentType —notifies the phone of the MIME type that was sent. See the
“MIME Type and Other HTTP Headers” section on page 5-5 section.

e “Expires’—setsthe Date/Time in GMT when the page isto expire.

Pages that have expired before being loaded do not get added to the URL
stack in the phone. The phone does not cache content. See “ Content
Expiration Header Setting” section on page 5-6 for more information.

e “Set Cookie” - see “Set-Cookie Header Setting” section on page 5-7
e “HTTP Encoding Header Setting” section on page 5-8

HTTP Refresh Setting

The HTTP headers that are sent with any page from an HTTP server can include
a Refresh setting. This setting comprisestwo parameters: atime in seconds and a
URL. These two parameters direct the recipient to wait the time given in the
seconds parameter and then get the data to which the URL points.

Cisco IP Phone Services Application Development Notes
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The Cisco Unified |P Phone HTTP client properly supports this setting, which
gives agreat deal of power to service developers. It means that a new page can
replace any XML object that displays after afixed time.

Figure 5-1 shows an example of how to use the refresh setting. This sample page
shows the user the current value of Cisco stock.

1. A splash screen that displays the Yahoo logo.
2. After avery short time, it displays the numeric Cisco stock parameters.

3. Finaly, it shows a graph of Cisco intraday stock performance. The display
then repeatedly cycles between the final two views.

Figure 5-1 Refresh Display Sample

(1)

18 13 07-/20:00 ATZE11026

@ CE00 - Yahoo Finance

PR ET M|

Sy

FINANCE | \'

Make Yaur Selection. ..
Update Exit

13 14 0720000 AT2e111026
@ LS00 - Yahoo Finance
BunboliCSC00 64, 5

harege: +2. GETS

[pan: 67, 25 Uolume: Wi

[lau's Range(B7. 1373 - B3, 7Ol

Pate: 772002000 Timett:01FM |-
Make Your Selection. ..
Update Exit
k 13:17 072000

BT

C5C0 - Intraday Chart,
Update Exit

85594

Refreshing the display can occur without user intervention, because the display
automatically cyclesif atimer parameter is specified. On any given screen,
however, the user can force an immediate reload by pressing the Update softkey.
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Also, if atimer parameter of 0 was sent in the header, the page never automatically
reloads. In this case, the display will move to the next page only when the Update
softkey is pressed. If no refresh URL is specified, the current page gets reloaded.

MIME Type and Other HTTP Headers

Audio Clips

Note

Although delivering pageswith the proper MIME type and other formatting items
isnot difficult, it requires moderately in depth knowledge of your web server. The
following code excerpt, written in Java Script and used with Microsoft 11S and
ASP, sets these valuesin afew lines:

<%@ Language=JavaScript %>
<%
Response.AddHeader ( "Refresh",
"3; url=http://services.cisco.com/s/qg.asp");

Response.ContentType = "text/xml";
//

// Additional page content here

//

%>

Usually, you can set the MIME type for pages in any web server by simply
performing an association to the .xml file extension. Your web server
documentation should explain how to accomplish this. This action allows you to
serve static pages without the need for writing script.

If you want to deliver dynamic content by using the other supported HTTP
headers, you will need to understand how to generate the HT TP headers by using
the desired programming language and have common gateway interface (CGl) or
script access on the target web server.

You can serve audio clips to the phone from aweb server by using the

“audio/basic” MIME type setting. When this MIME type is used, the body of the
response should contain raw audio data in the same format that is used for custom
Cisco Unified IP Phone rings. Refer to the chapter on “Custom Phone Rings” in
the Cisco Unified CallManager System Guide (also available in the online help).

The audio file should not be longer than 5 seconds.
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Use the following ASP sample script to set the MIME type and to serve thefile
that is specified in the #include command:

<%@ Language=JavaScript%>

<%

Response.ContentType = "audio/basic";

$><!--#include file="filename.raw" --><% Response.End() ;%>

Using script to generate the MIME header when playing a sound provides an
advantage because you may also include a refresh header to take the phone to a
subsequent URL. Usually, you can set the MIME type for pagesin any web server
by simply performing an association to the .xml or .raw file extension. Your web
server documentation should explain how to accomplish this. This action allows
you to serve static pages without the need for writing script.

Content Expiration Header Setting

The expiration header can control which URLs are added to the phone URL
history. This behavior differs slightly from traditional web browsers but is
implemented to perform the same function. Disable the back button functionality
to avoid calling a URL twice.

This functionality allows you to make the content of any page that is sent to the
phone expire. When a user presses the Exit softkey, the user goes back to the last
URL that did not expirewhen it wasloaded. Thisdiffersfrom traditional browsers
by not considering the current freshness of the data but the freshness of the data
when the URL was requested. This requires you to have a page expire when it is
first loaded and to not set atime and date in the future.

The following example shows how to have content on 1S expire by using
Active Server Page (ASP):

<%@ Language=JavaScript %>

<%
Response.ContentType = "text/xml";
Response.Expires = -1;

%>

The“Expires’ property specifies the number of minutes to wait for the content to
expire. Setting this value to -1 subtracts 1 minute from the request time and
returns a date and time that have already passed.
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Set-Cookie Header Setting

A “cookie” is aterm for a mechanism that the Web server uses to give the client
apiece of data and have the client return the data with each request. The two
traditional uses for cookies are:

e For Web sites to store a unique identifier and/or other information on the
client's file system. The information is available to the Web server on
subsequent visits.

e Totrack aunique identifier for state management. The client returns the
cookie with each request and the server uses this identifier to index
information about the current session. The identifier iscommonly referred to
asasession ID. Most Web servers have a built-in session management layer
that uses this second type of cookie, which is commonly referred to as a
session cookie.

The following exampl e shows the Set-Cookie header that is returned to the
browser when arequest method is used:

Set-Cookie: ASPSESSIONIDGQGQGRLS=0OCPNMLFDBJIPNIOOKFNFMOAL; path=/

The Cisco Unified IP Phone can receive and use atotal of four cookies per host
per session and can store information for up to eight sessions at once. Each cookie
can be up to 255 bytes in size. These cookies are available until the server
terminates the session or the client session has been idle for more than 30 minutes.
On the latest generation phones which are capable of running multiple
applications concurrently (Cisco Unified I P Phones 7970, 7971, 7961, 7941,
7911), the session state is also cleared whenever the application window closes.
This behavior is consistent with PC-based browsers and provides better security
since anyone attempting to reopen a secure application would be forced to
authenticate. If the client is connecting to a new server and all session resources
arein use, the client clears and reuses the session with the longest inactivity time.

When using ASP on 1S the default server configuration automatically generates
a session cookie and sends it to the client using the Set-Cookie header. This
enables you to utilize the Session object from within ASP to store and retrieve
data spanning multiple requests for the life of the session. When using JSP on
Tomcat, the default configuration generates and issues a session cookie.
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HTTP Encoding Header Setting

Accept-Language

Accept-Charset

The encoding header controls language and character settings related to
localization.

Cisco Unified IP Phones populate the Accept-Language HTTP request header in
compliance with the HT TP specification.

For exampl e, the A ccept-L anguage value advertised by a phone configured for the
English_United_States user locale would look like:

Accept-Language: en-US

As of thisrelease, the phones are capable of handling UTF-8 encoding and,
depending on phone model, some degree of Unicode support.

The older phone models (such as the 7940, 7960, 7905 and 7912) can handle

UTF-8 encoding, but will only recognize characters which can be represented by
the default encoding of the phone's current user locale. For example, if the phone
is currently configured to use the English_United_States locale, then it will only
be able to display UTF-8 characters which map to the 1SO-8859-1 character set.

The new phone models (such as the 7970, 7971, 7941, 7961, and 7911) provide
UTF-8 and true Unicode support. These phones provide support for more
multi-byte character sets and user locales like Japanese and Chinese.

In addition to the character set for the currently configured user locale, the new
phone models will also support 1SO-8859-1 charactersin their font files.

All phones will advertise their supported encodings using the standard HTTP
Accept-Charset header. Per HTTP standard, g-values are used to specify preferred
encodings. The older phone models, with more limited UTF-8 support, will
specify alower g-value for UTF-8 than the default user locale encoding.

For example, an older phone model configured with the English_United_States
user locale would include an Accept-Charset header similar to the following:
Accept-Charset: iso-8859-1, utf-8;g=0.8

A newer phone model with Unicode support would advertise an Accept-Charset
similar to the following:

Accept-Charset: utf-8,iso-8859-1;g=0.8
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HTTP Response Headers: Content-Type

Since the phones are capable of supporting multiple character encodings, HTTP
responses returned to the phones should include the 'charset' parameter on the
HTTP Content-Type header. Examples of responses including the “charset”
parament are shown below:

Content-Type: text/xml; charset=IS0-8859-1
Content-Type: text/xml; charset=UTF-8
Content-Type: text/plain; charset=Shift JIS

HTTP standards state that if the encoding is not explicitly specified, | SO-8859-1
isthe default.Cisco Unified I P Phones are typically compatible with this spec, but
not fully compliant.

If 'charset’ is not specified, the phones will use the default encoding for the
currently configured user local e. So to avoid possible problems where the phone's
default encoding may NOT be I SO-8859-1, the web server should explicitly set
the Content-Type charset (which must match one of the Accept-Charset values
specified by the phone).

Identifying the Capabilities of IP Phone Clients

Because XML services are now supported across a wide range of

Cisco Unified IP Phones, web application servers now need to identify the
capabilities of the requesting | P phone to optimize the content returned to the
phone. For example, if the requesting phone is a Cisco Unified |P Phone 7960,
which cannot support color PNG images, the application server must be able to
identify this and return a gray scale CIP image instead.

The IP phone client request to send the relevant information from the I P phone to
the web server application includes three (3) HTTP headers:

e X-Ciscol PPhoneM odelName
¢ x-Ciscol PPhoneDisplay
e X-Ciscol PPhoneSDK Version
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x-CiscolPPhoneModelName

This Cisco-proprietary header contains the Cisco manufacturing M odel Name of
the device, which can typically be found by going to Settings > M odel
Information, but varies between different models. Some exampl es of
manufacturing Model Names are CP-7960, CP-7960G, CP-7940G, CP-7905G,
and CP-7970G.

x-CiscolPPhoneDisplay

This Cisco-proprietary header contains the display capabilities of the requesting
device with the following four parameters (listed in the order in which they

appear):

e Width (in pixels)

e Height (in pixels)

e Color depth (in bits)

¢ A single character indicating whether the display is color ("C") or gray scale

('G")

These parameters get separated by commas as shown in the following example of
a Cisco Unified IP Phone 7970 header:

x-CiscoIPPhoneDisplay: 298, 168, 12, C

Note  The pixel resolutions advertised by the device define the area of the display
accessible by the phone services; not the actual resolution of the display.

x-CiscolPPhoneSDKVersion

This Cisco-proprietary header contains the version of the I P Phone Services SDK
that the requesting phone supports. The HTTP header does not specify which
URIs are supported. Therefore, you must check the “ Supported URIS" matrix in
the IP Phone Services SDK to determine which URIs are supported based on the
Phone Model Name and supported SDK version.

See the “URI's Supported for Release 5.0 Cisco Unified |P Phone Services SDK”
table to find which 1P phone models support the URIs documented in this SDK.
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Accept Header W

Beginning with the IP Phone Services SDK 3.3(3), the SDK version number
matches the minimum Cisco Unified CallManager software that is required to
support it. For example, SDK version 3.3(4) gets supported only on

Cisco CalManager version 3.3(4) or later.

Accept Header

The Accept header represents astandard HTTP header that is used to inform web
servers about the content-handling capabilities of the client.

Cisco Unified IP Phones include proprietary content-types to indicate which
XML objects are supported. These proprietary content-types all begin with
x-Ciscol PPhone, to indicate Cisco Unified P Phone XML objects, followed by a
slash“/”, followed by either a specific XML object or a“*” toindicate all objects.

For example, x-Ciscol PPhone/* indicates that all XML objects defined in the
specified version of the SDK are supported, and x-Ciscol PPhone/M enu specifies
that the <ciscoTPPhoneMenu> Object gets supported.

Asthe exampleillustrates, the name of the XML object can be derived directly
from the content-type by appending the sub-type (the part after the slash) onto
“Ciscol PPhone.” The content-type can also include an optional version to indicate
support for a particular SDK version of that object. If aversion is not specified,
then the x-Ciscol PPhoneSDK Version isimplied. The syntax of the version
number may vary, but, in general, will be as follows:

<major versions>.<minor versions>.<maintenance version>

Here are some examples of typical content-types:
x-Ciscol PPhone/*;version=3.3.3
x-Ciscol PPhone/Text
x-Ciscol PPhone/Menu;version=3.3.4
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Accessing IP Phone Information

Cisco Unified IP Phones have an embedded web server to provide a programming
interface for external applications and a debugging and management interface for
system administrators.

You can access the administrative pages using a standard web browser and
pointing to the | P address of the phone with: /http://<phonel P>/, where phonel P
isthe IP address of the specific phone.

These device information pages are available in either HTML format, for manual
debugging purposes, or in XML format for automation purposes. Table 5-1 lists
the available URLs and their purpose:

Table 5-1 Device Information URLs

HTML URL XML URL Description

/Devicelnformation /DevicelnformationX General deviceinformation

/NetworkConfiguration /NetworkConfigurationX |Network configuration information

/EthernetInformation /Ethernetl nformationX Ethernet counters

/PortInformation?n /PortlnformationX ?n Detailed port information, wherenis
amodel-specific ethernet port
identifier, typically in the range 1- 3.

/DeviceLog?n /DeviceLogX?n Device logging, debug, and error

messages, wherenisa
model -specific |og number, typically
intherangeO - 2.

/StreamingStatistics?n /StreamingStatisticsX?n  |Current RTP streaming stats, where
'n' is model-specific RTP stream
identifier, typically in the range 1-3.

/CGl/Execute’ Thetarget URL of a phone push
(HTTP POST) request.
/CGl/Screenshot! Returns an exact snapshot of the

current phone display. The size and
format of the image returned is
model - specific.

1. Password-protected CGI script
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CHAPTER 6

IP Phone Service Administration and
Subscription

Cisco Unified CallManager administrators maintain the list of servicesto which
users can subscribe. These sections provide details about administering

Cisco Unified IP Phone Services using Cisco Unified CallManager
Administration.

e Overview
¢ Adding a Phone Service

¢ Defining IP Phone Service Parametersin Cisco Unified CallManager
Administration

e User Service Subscription

Administrators must use Cisco Unified CallManager Administration to add and
administer Cisco Unified IP Phone services. To access phone service
administration, open Cisco Unified CallManager Administration and choose
Feature > Cisco Unified | P Phone Services:

¢ Phone services can have any number of parameters associated with them.

¢ You can specify phone service parameters as optional or required, depending
on how the phone service application defines them.

e Userscan subscribeto any service configured in their cluster, using their User
Options web pages.

e Service subscriptions currently occur on a device basis.
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A URL constitutes the core of each service. When a service is chosen from the
menu, the URL gets requested viaHT TP, and a server somewhere provides the
content. The Service URL field shows this URL entry. For the services to be
available, the phonesin the Cisco Unified CallManager cluster must have
network connectivity to the server.

Example
http://<SErvername>/ccmuser/sample/sample.asp
Where

<servername> designates a fully qualified domain name or an |P address.

Adding a Phone Service

To access phone service administration, open Cisco Unified CallManager
Administration and choose Feature > Cisco Unified | P Phone Services:

The Cisco Unified Services Configuration page in Cisco Unified CallManager
Administration contains the following fields:

Table 6-1 Adding a Cisco Unified IP Phone Service

Field

Description

Service Name

Enter the name of the service asit will display onthe menu of available services
in the Cisco Unified IP Phone User Options application. Enter up to 32
characters for the service name.

Service Description

Enter a description of the content that the service provides.
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Table 6-1 Adding a Cisco Unified IP Phone Service (continued)
Field Description
Service URL Enter the URL of the server where the Cisco Unified IP Phone Services

application is located. Make sure that this server remains independent of the
serversin your Cisco Unified CallManager cluster. Do not specify a

Cisco Unified CallManager server or any server that is associated with
Cisco Unified CallManager (such asa TFTP server or directory database
publisher server).

For the services to be available, the phones in the Cisco Unified CallManager
cluster must have network connectivity to the server.

When defining the service URL, you can embed a special #DEVICENAME#
substitution tag within the URL. This tag provides a convenient method for |P
phonesto pass their device name to aweb application server. For example, if a
service URL was defined in Cisco Unified CallManager Admin as:
http://myserver/myscript?name=#DEVICENAME#, when a phone actually
makes the HTTP request for the service, the requested URL will appear as:
http://myserver/myscript?name=SEP000123456789

Character Set

If you are using a language other than English for Service Name and
Description, choose the character set for that language. Text that is input by the
user displaysincorrectly if the wrong character set is chosen.

Tip

¢ You can insert, update, or delete a service definition.

e After aserviceisinserted, you can insert, update, or delete service parameter
definitions.

¢ When you delete a Cisco Unified |P Phone subscription,
Cisco Unified CallManager removes all service information, user
subscriptions, and user subscription data from the database.

e The Update Subscriptions button rebuilds all user subscriptionsif the
service has been modified after subscriptions exist.
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Defining IP Phone Service Parameters in
Cisco Unified CallManager Administration

Each service can have alist of parameters. You can use these parameters, which
are appended to the URL when they are sent to the server, to personalize a service
for an individual user. Examples of parameters include stock ticker symboals, city
names, or user IDs. The service provider defines the semantics of a parameter.

The Cisco Unified | P Phone Service Parameter Configuration page in
Cisco Unified CallManager Administration contains the following fields:

Table 6-2 Defining Cisco Unified IP Phone Service Parameters
Field Description
Parameter Name Enter the exact query string parameter to use when you build the subscription

URL; for example, symbol.

Parameter Display Enter a descriptive parameter name to display to the user in the

Name Cisco Unified | P Phone User Options application; for example, Ticker Symbol.
Default Value Enter the default value for the parameter. This value displays to the user when
aserviceis being subscribed to for the first time; for example, CSCO.
Parameter Enter a description of the parameter. The user can access the text that is entered
Description here while the user is subscribing to the service. The parameter description

should provide information or examplesto help usersinput the correct value for
the parameter.

Parameter is If the user must enter data for this parameter before the subscription can be
Required saved, check the Parameter is Required check box.

Parameter is a You can mask entries in the Cisco Unified IP Phone User Options application,
Password (mask so asterisks display rather than the actual user entry. You may want to do this
contents) for parameters such as passwordsthat you do not want othersto be ableto view.

To mask a parameter entry, check the Parameter is a Password (mask contents)
check box in the Configure Cisco Unified IP Phone Service Parameter window
in Cisco Unified CallManager Administration.
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User Service Subscription Il

If you change the service URL, remove a Cisco Unified I P Phone service
parameter, or change the Parameter Name of a phone service parameter for a
phone service to which users are aready subscribed, be sure to click Update
Subscriptionsto update all currently subscribed users with the changes. If
you do not do so, users must resubscribe to the service to rebuild the URL
correctly.

User Service Subscription

End users can configure service subscriptions using the Unified CM User web site.
After userslog in and choose a device, alist of services that are assigned to the
phone displays. The user can then configure these services, adding additional ones
or removing un-used services. These password-protected windows are
authenticated via the LDAP directory.

Users can personalize their services using the User Options pages to:
¢ Customize the name of the service.
e Enter any available service parameters.
¢ Review the description of each parameter.

After all the required fields are set, the user clicks Subscribe to add the services.
A custom URL gets built and stored in the database for this subscription. The
service then appears on the device services list.
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CHAPTER 7

Troubleshooting Cisco Unified IP Phone
Service Applications

This chapter contains the following sections:
¢ Troubleshooting Tips
e XML Parsing Errors

e Error Messages

Troubleshooting Tips

The following tips apply to troubleshooting Cisco Unified IP Phone service
applications:

e Microsoft Internet Explorer 5 or higher can display the XML source with its
default style sheet.

¢ Understand that standard | P troubleshooting techniques are important for
HTTP errors.

e Externally verify name resolution (Phone has DNS set).
e If DNSissuspected, use IP addresses in URLSs.

¢ Browsethe URL in question with Microsoft Internet Explorer or download
and verify with Netscape Navigator.

e Usealogged telnet session to verify that the desired HTTP headers are
returned (Telnet to the server on port 80; then, enter get /path/page).

Cisco IP Phone Services Application Development Notes
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XML Parsing Errors

The following tips apply to troubleshooting XML parsing errorsin
Cisco Unified IP Phone services applications:

¢ Verify the object tags (the object tags are case sensitive).

e Verify that “&” and the other four special characters are used per the
restrictions while inside the XML objects. See Chapter 2, “Ciscol PPhone
XML Objects” for more information.

Error Messages

The following error messages may appear on the prompt line of the
Cisco Unified IP Phone display.

® XML Error[4] = XML Parser error (Invalid Object)
® HTTP Error[8] = Unknown HTTP Error

® HTTP Error[10] = HTTP Connection Failed

Refer to the Cisco Unified CallManager Administration Guide for more
information.

Cisco IP Phone Services Application Development Notes




| Chapter7 Troubleshooting Cisco Unified IP Phone Service Applications

Error Messages W
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CHAPTER

DevicelListX Report

The DevicelListX Report is no longer supported as of Cisco Unified CallManager
Release 5.0. Retrieving real-timeinformation from Cisco Unified CallManager is
now support via the Cisco Unified CallManager AXL Serviceability API.

The DevicelListX Report providesalist of the services-capable devicesalong with
basic information about the device to identify or classify the devices based on
specific criteria. The report also includes the current device status and the IP
address information that is obtained from the Real-Time Information Service.

These sections provide details about the DeviceListX Report:

Benefits

Restrictions

Integration Considerations and I nteroperability
Performance and Scal ability

Security

Related Features and Technologies
Supported Platforms

Prerequisites

Message and I nterface Definitions
DeviceList XML Object
Troubleshooting DeviceListX Reports

[ oL-142197
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Benefits W

S
Note  Not all devicetypes are supported by DeviceListX . If you have a device that you

need to support, contact Cisco Developer Support to verify whether it is
supported:

http://www.cisco.com/go/devel opersupport
When athird-party developer initiatesan HTTP GET request for the
DevicelListX.asp report page, the system retrieves the following information
about phones that are registered to a Cisco Unified CallManager server from the
database:

e Device Type

¢ Device Name

e Device Description

e Calling Search Space

¢ Device Pool

e IP Address

¢ Real-Time Information

The completed list of data gets formatted into a simple XML object and gets
returned in the HT TP Response to the developer.

Benefits
DeviceListX provides access to critical real-time data that was previously
unavailable to third-party developers. In particular, the ability to list currently
registered devices along with their 1P address allows devel opers to easily build
push, broadcast, and CTI-type applications.
Restrictions

Only users with administrative privileges to the Cisco Unified CallManager
Administration can access the report.

[ oL-142197
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I Integration Considerations and Interoperability

Y

Note  To minimize processing overhead on the Cisco Unified CallManager server,
accessto the DeviceListX report getsrate-limited to once per minute. Any attempt
to pull the report more frequently will fail. In practice, the devel oper application
should pull and cache the DevicelListX report, refreshing only as often as
required, typically every few hours or daily.

Integration Considerations and Interoperability

Theinterface allows HTTP 1.1 or HTTP 1.0 GET requests for the report. The
report returns data that is encapsulated by using XML version 1.0.

Performance and Scalability

You can run this report on the largest supported Cisco Unified CallManager
cluster size for the targeted release without impacting core features, such as
delaying dial tone. On multiserver Cisco Unified CallManager clusters, thereport
can access only from the publisher server. In large clusters where the publisher is
not a Cisco Unified CallManager server, no possibility exists of impacting the
system performance as perceived by a user.

Because this report is not intended for use during real time, this interface should
provide a mechanism for devel opersto poll for the data on adaily or hourly basis.
Give consideration to the frequency of polling and the time of day to prevent
unnecessary burden on the system during peak usage times.

Security

This report, which is within the Cisco Unified CallManager Administration,
inheritsits security from that web site, so no security issues directly relateto this
report. If the Cisco Unified CallManager Administration changes how it
implements security with additions, such as SSL, this report benefits from that
enhancement.
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Related Features and Technologies

Related Features and Technologies

DeviceListX actsas an independent interface, which is areal-time complement to
the XML-Layer Database APl (AXL), where AXL provides access to static,
persisted data, and DeviceListX provides accessto dynamic, volatile information.

Supported Platforms

For the DeviceL istX.asp page to function requires Cisco Unified CallManager
Administration reporting infrastructure. The following releases support
DeviceListX.asp:

¢ Cisco CallManager Release 3.2(3)SPB
e Cisco Unified CallManager Release 4.0(1) and later

Prerequisites

You can access this feature when devicelistX.asp resides in the
C:\ciscoWebs\Admin\reports directory of the Cisco Unified CallManager
publisher server.

Message and Interface Definitions

Use the following URL to access the report viaHTTP:
http://x.x.x.x/CCMAdmin/reports/devicelistx.asp

where

X.X.xX.X can either be the IP address or hostname of the
Cisco Unified CallManager system that contains the report.

Note  Beginning with Cisco Unified CallManager 4.1 release, the DeviceListX report
can only be accessed via secure HTTP (HTTPS), so the URL must begin with
“https:” rather than “http:”.

Cisco IP Phone Services Application Development Notes
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DeviceList XML Object

Third-party applications that reside el sewhere on the network commonly use the
interface. The application makes an HTTP request for the report and gets a
response that contains a DeviceList XML object. The XML object follows:

<?xml version="1.0" encoding="iso-8859-1"?>

<DeviceList>
<Device t:ll n n:ll n d:ll n C:” n p:ll n i:ll n s:” n />
</DeviceList>
Table 8-1 DeviceList XML Object Attributes
Attribute Name Field Name Description
t Device Type Numeric enumeration valuethat is specified in the
database.
n Device Name String value that specifies the device name.
d Device Description String value that is specified in the database.
c Device Calling Search Space |String value that is specified in the database.
p Device Pool String value that is specified in the database.
i Device IP Address Last known IP address as reported by the
Real-Time Information Service
"" = No known | P address
"X.X.x.X" = Last known IP address
S Device Status Numeric enumeration for the current device status
as reported by the Real-Time Information Service
"" = Device not found
"1" = Device registered
"2" = Device found but not currently registered

Example 1 DevicelList Object with Data

<?xml version="1" encoding="iso-8859-1"?>

<DeviceList>

<Device t="35" n="SEP000123456789" d="Auto 2010" c="" p="Default"
i="10.1.1.1" s="1"/>

</DeviceList>
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Troubleshooting DeviceListX Reports

These sections can assist you in troubleshooting DevicelListX Reports:
e Error Codes

e Determining Problems With the Interface

Error Codes

The error codes that are specific to this report interface follow.

Error Message 1001 Too many simultaneous requests for Device List.
Please wait at least 60 seconds and try again.

Explanation \When two or more clients attempt to get thelist at the sametime,
or if thelist islong, overlapping requests can result (first request isprocessing
when the second reguest attempts processing).

Recommended Action Request information only as often as necessary.

A

Note  Cisco recommends that you wait longer than 60 seconds between
requests.

Error Message 1002 Too many consecutive requests for Device List.
Please wait at least 60 seconds and try again.

Explanation Because the system is busy, it cannot process a Device List.

Recommended Action Request information only as often as necessary. Because
the real-time status of every device gets checked, Device List represents a
CPU-intensive process.

~

Note  Cisco recommends that you wait longer than 60 seconds between
requests.

Cisco IP Phone Services Application Development Notes
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Il Troubleshooting DeviceListX Reports

Determining Problems With the Interface

Step 1

Step 2

Step 3

Step 4

Step 5

Use the following procedure to determine whether a problem exists with the
interface and determine the root cause of the problem.

Check the Windows NT Event Logs for error messages that pertain to the 11S
server and the SQL server.

Start > Programs > Administrative Tools > Event Viewer

Check for error messages or successful completion of arequestinthe l1Slog files,
which are typically located in

CAWINNT\System32\L ogFiles\W3SVC1

The date of the log provides part of the log name. All timesin thelog files specify
GMT for noted events. The |1S logs appear in chronological order and can easily
be searched by specific query event.

Use a web browser, such as |E, to request the URL of the devicelistx.asp web
page. A successful request yields a well-formed XML object of all the device
information.

Use a Sniffer trace to view the HTTP GET request and response transaction
between the third-party application and the report.

If you need further assistance, see the “Obtaining Technical Assistance” section
on page xiii.
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APPENDIX A

CiscolPPhone XML Object Quick
Reference

Table A-1 provides a quick reference of the Ciscol PPhone XML objects and the
definitions that are associated with each.

Table A-1 CiscolPPhone XML Object Quick Reference
Object Definition
CiscoIPPhoneMenu <CiscoIPPhoneMenus>

<Title>Title text goes here</Titles
<Prompt>Prompt text goes here</Prompt>
<Menultem>
<Name>The name of each menu item</Name>
<URL>The URL associated with the menu item</URL>
</Menultem>
</CiscoIPPhoneMenu>

CiscoIPPhoneText

<CiscoIPPhoneText>

<Title>Title text goes here</Titles>

<Prompt>The prompt text goes here</Prompt>

<Text>Text to display as the message body goes here</Text>
</CiscoIPPhoneText >
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[ |

Table A-1 CiscolPPhone XML Object Quick Reference (continued)
Object Definition

CiscoIPPhoneInput <CiscoIPPhoneInput>

<Titles>Directory title goes here</Titlex
<Prompt>Prompt text goes here</Prompts>
<URL>The target URL for the completed input goes here</URL>
<InputItem>
<DisplayName>Name of input field to display</DisplayName>
<QueryStringParam>The parameter to be added to the target
URL</QueryStringParam>
<DefaultValues>Value</DefaultValue>
<InputFlags>The flag specifying the type of allowable
input</InputFlags>
</InputItem>
</CiscoIPPhonelInput>

CiscoIPPhoneDirectory

<CiscoIPPhoneDirectory>
<Titles>Directory title goes here</Titlex
<Prompt>Prompt text goes here</Prompt>
<DirectoryEntry>
<Name>The name of the directory entry</Name>
<Telephone>The telephone number for the entry</Telephonex>
</DirectoryEntry>
</CiscoIPPhoneDirectorys>

CiscoIPPhoneImage

<CiscoIPPhoneImage>
<Title>Image title goes here</Title>
<Prompt>Prompt text goes here</Prompt>
<LocationX>Position information of graphic</LocationXs>
<LocationY>Position information of graphic</Location¥Ys>
<Width>Size information for the graphic</Widths>
<Height>Size information for the graphic</Height>
<Depth>Number of bits per pixel</Depths>
<Datas>Packed Pixel Data</Data>

</CiscoIPPhonelImage>

CiscoIPPhoneImageFile

<CiscoIPPhoneImageFile>
<Title>Image Title goes here</Title>
<Prompt>Prompt text goes here</Prompt>
<LocationX>Horizontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationY>
<URL>Points to the PNG image</URL>
</CiscoIPPhoneImageFile>
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Table A-1 CiscolPPhone XML Object Quick Reference (continued)

Object

Definition

CiscoIPPhoneGraphic
Menu

<CiscoIPPhoneGraphicMenus>
<Titles>Menu title goes here</Title>
<Prompt>Prompt text goes here</Prompts>
<LocationX>Position information of graphic</LocationXs>
<LocationY>Position information of graphic</Location¥Ys>
<Width>Size information for the graphic</Widths>
<Height>Size information for the graphic</Height>
<Depth>Number of bits per pixel</Depths>
<Datas>Packed Pixel Data</Data>
<Menultem>
<Name>The name of each menu item</Name>
<URL>The URL associated with the menu item</URL>
</Menultem>
</CiscoIPPhoneGraphicMenus>

CiscoIPPhoneGraphic
FileMenu

<CiscoIPPhoneGraphicFileMenus>
<Title>Image Title goes here</Title>
<Prompt>Prompt text goes here</Prompts>
<LocationX>Horizontal position of graphic</LocationX>
<LocationY>Vertical position of graphic</LocationYs>
<URL>Points to the PNG background image</URL>
<MenulItem>
<Name>Same as CiscoIPPhoneGraphicMenu</Name>
<URL>Invoked when the TouchArea is touched</URL>
<TouchArea X1l="left edge" Yl="top edge" X2="right
edge"Y2="bottom edge"/>
</Menultem>
</CiscoIPPhoneGraphicFileMenus>

CiscoIPPhoneIconMenu

<CiscoIPPhoneIconMenus>
<Title>Title text goes here</Title>
<Prompt>Prompt text goes here</Promptx>
<Menultem>
<IconIndex>Indicates what IconItem to display</IconIndex>
<Name>The name of each menu item</Name>
<URL>The URL associated with the menu item</URL>
</Menultem>
<IconItem>
<Index>A unique index from 0 to 9</Index>
<Height>Size information for the icon</Height>
<Width>Size information for the icon</Widths>
<Depth>Number of bits per pixel</Depths>
<Datas>Packed Pixel Data</Data>
</IconItem>

</CiscoIPPhoneIconMenu>
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Table A-1 CiscolPPhone XML Object Quick Reference (continued)
Object Definition

CiscoIPPhonelIconFile
Menu

<CiscoIPPhoneIconFileMenus>
<Title>Title text goes here</Title>
<Prompt>Prompt text goes here</Prompts>
<Menultem>
<IconIndex>Indicates what IconItem to display</IconIndex>
<Name>The name of each menu item</Name>
<URL>The URL associated with the menu item</URL>
</Menultem>
<IconItem>
<Index>A unique index from 0 to 9</Index>
<URL>location of the PNG icon image</URL>
</IconItem>
</CiscoIPPhonelconFileMenus>

CiscoIPPhoneStatus

<CiscoIPPhoneStatus>
<Text>This is the text area</Text>
<Timer>Timer seed value in seconds</Timers>
<LocationX>Horizontal alignment</LocationXs>
<LocationY>Vertical alignment</Location¥s>
<Width>Pixel width of graphic</Width>
<Height>Pixel height of graphic</Heightx>
<Depth>Color depth in bits</Depth>
<Data>Hex binary image data</Datas>

</CiscoIPPhoneStatus>

CiscoIPPhoneStatusFile

<CiscoIPPhoneStatusFile>

<Text>This is the text area</Text>
<Timer>Timer seed value in seconds</Timers>
<LocationX>Horizontal alignment</LocationXs>
<LocationY>Vertical alignment</Location¥Ys>
<URL>location of the PNG image</URL>
</CiscoIPPhoneStatusFilex>

CiscoIPPhoneExecute

<CiscoIPPhoneExecute>
<ExecuteItem URL="The URL or URI to be executed”/>
</CiscoIPPhoneExecutes>

CiscoIPPhoneError

<CiscoIPPhoneError Number="x"/>

CiscoIPPhoneResponse

<CiscoIPPhoneResponses>

<Responseltem Status”the success or failure of the
action”Data="the information associated with the request”
URL="the URL or URI specified in the Execute object”/>
</CiscoIPPhoneResponse>

Cisco IP Phone Services Application Development Notes



APPENDIX

Cisco Unified IP Phone Services
XML Schema File

CiscolPPhone.xsd

<?xml version="1.0" encoding="UTF-8"?>
<!-- edited with XML Spy v4.4 U (http://www.xmlspy.com) by Kelly
Stearns (Cisco Systems, Inc.) -->
<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified" attributeFormDefault="unqualified"
version="3.3.4">
<xsd:complexType name="CiscoIPPhoneExecuteIltemType">
<xsd:attribute name="Priority" use="optional">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedByte">
<xsd:minInclusive value="0"/>
<xsd:maxInclusive value="2"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:attributes>
<xsd:attribute name="URL" use="required"s>
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="256"/>
<xsd:minLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:attribute>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneExecuteType">
<xsd:sequence>
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<xsd:element name="ExecuteItem"
type="CiscoIPPhoneExecuteltemType" maxOccurs="3"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneResponseltemType">
<xsd:sequence>
<xsd:element name="Status" type="xsd:short"/>
<xsd:element name="Data'>
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="256"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPhoneResponseType">
<xsd:sequence>
<xsd:element name="ResponseItem"
type="CiscoIPPhoneResponseltemType" maxOccurs="3"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneTextType">
<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Text'">
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<xsd:simpleType>

<xsd:restriction base="xsd:string">

<xsd:maxLength value="4000"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>

</xsd:element>

<xsd:element name="SoftKey" type="CiscoIPPhoneSoftKeyType"

minOccurs="0" maxOccurs="8"/>

</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="CiscoIPPhoneInputItemType">

<xsd:sequence>

<xsd:element name="DisplayName" nillable="true">

<xsd:simpleType>

<xsd:restriction base="xsd:string">

<xsd:maxLength value="32"/>

<xsd:minLength value="0"/>

</xsd:restriction>
</xsd:simpleType>

</xsd:element>

<xsd:element name="QueryStringParam" nillable="false">

<xsd:simpleType>

<xsd:restriction base="xsd:string"s>

<xsd:maxLength value="32"/>

<xsd:minLength value="1"/>

</xsd:restriction>
</xsd:simpleType>

</xsd:element>

<xsd:element name="InputFlags" nillable="false">

<xsd:simpleType>

<xsd:restriction base="xsd:string"s>
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:

enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration
enumeration

value="A"/>
value="T"/>
value="N"/>
value="E"/>
value="U"/>
value="L"/>
value="AP"/>
value="TP"/>
value="NP"/>
value="EP"/>
value="UP"/>
value="LP"/>
value="PA"/>
value="PT"/>
value="PN"/>
value="PE"/>
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<xsd:enumeration value="PU"/>
<xsd:enumeration value="PL"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="DefaultValue" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="32"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CicsoIPPhoneInputType">
<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:maxLength value="256"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="InputItem"
type="CiscoIPPhoneInputItemType" maxOccurs="5"/>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneGraphicMenuType">
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CiscolPPhone.xsd W

<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationX" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationY" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Width">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort"s>
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="133"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Height">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort"s>
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="65"/>
</xsd:restriction>
</xsd:simpleType>
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</xsd:element>
<xsd:element name="Depth">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="2"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Data'>
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinary">
<xsd:maxLength value="2162"/>
<xsd:minLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="MenuItem"
type="CiscoIPPhoneMenultemType" minOccurs="0" maxOccurs="12"/>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneGraphicFileMenuType">
<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationX" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
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</xsd:element>
<xsd:element name="LocationY" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="256"/>
<xsd:minLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Menultem"
type="CiscoIPPhoneTouchAreaMenultemType" minOccurs="0"
maxOccurs="32"/>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneTouchAreaMenultemType" >
<xsd:sequence>
<xsd:element name="Name" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="256"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="TouchArea"
type="CiscoIPPhoneTouchArea"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneTouchArea">
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<xsd:attribute name="X1" type="xsd:unsignedShort"
use="required"/>
<xsd:attribute name="Y1l" type="xsd:unsignedShort"
use="required"/>
<xsd:attribute name="X2" type="xsd:unsignedShort"
use="required"/>
<xsd:attribute name="Y2" type="xsd:unsignedShort"
use="required"/>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneDirectoryEntryType">
<xsd:sequence>
<xsd:element name="Name" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="32"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Telephone" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:maxLength value="32"/>
<xsd:minLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneDirectoryType">
<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
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<xsd:element name="DirectoryEntry"
type="CiscoIPPhoneDirectoryEntryType" maxOccurs="32"/>
<xsd:element name="SoftKey" type="CiscoIPPhoneSoftKeyType"
minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneMenultemType">
<xsd:sequence>
<xsd:element name="Name" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="64"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="256"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneIconItemType">
<xsd:sequence>
<xsd:element name="Index" type="xsd:unsignedShort"/>
<xsd:element name="Width" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="16"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Height" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort"s>
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="10"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Depth">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
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<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="2"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Data">
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinary">
<xsd:maxLength value="40"/>
<xsd:minLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneIconMenultemType">
<xsd:sequence>
<xsd:element name="Name" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="64"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:maxLength value="256"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="IconIndex" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="0"/>
<xsd:maxInclusive value="9"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneSoftKeyType">
<xsd:sequence>
<xsd:element name="Name" nillable="true">
<xsd:simpleType>
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<xsd:restriction base="xsd:string">
<xsd:maxLength value="32"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Position" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="8"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="true">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="256"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URLDown" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="256"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneMenuType">
<xsd:sequence>
<xsd:element name="Title" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
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</xsd:simpleType>
</xsd:element>
<xsd:element name="Menultem"
type="CiscoIPPhoneMenultemType" minOccurs="0" maxOccurs="100"/>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneImageType">
<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="32"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:maxLength value="32"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationX" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationY" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Width">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort"s>
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="133"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
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<xsd:element name="Height'">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="65"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Depth">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="2"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Data" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinary">
<xsd:maxLength value="2162"/>
<xsd:minLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneImageFileType">
<xsd:sequence>
<xsd:element name="Title" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:maxLength value="32"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:maxLength value="32"/>
<xsd:minLength value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationX" minOccurs="0">
<xsd:simpleType>
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<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationY" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:maxLength value="256"/>
<xsd:minLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneIconMenuType">
<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Menultem"
type="CiscoIPPhoneIconMenultemType" minOccurs="0" maxOccurs="32"/>
<xsd:element name="IconItem"
type="CiscoIPPhoneIconItemType" minOccurs="0" maxOccurs="10"/>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
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</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneStatusType">
<xsd:sequence>
<xsd:element name="Text" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Timer" nillable="false" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationX" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationY" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Width" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort"s>
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="106"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Height" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="21"/>
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</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Depth" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort">
<xsd:minInclusive value="1"/>
<xsd:maxInclusive value="2"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Data" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:hexBinary">
<xsd:minLength value="1"/>
<xsd:maxLength value="557"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneStatusFileType">
<xsd:sequence>
<xsd:element name="Text" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Timer" nillable="false" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort"s>
<xsd:minInclusive value="0"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationX" nillable="false"
minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="LocationY" nillable="false"
minOccurs="0">
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<xsd:simpleType>
<xsd:restriction base="xsd:short">
<xsd:minInclusive value="-1"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value="256"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneIconFileItemType">
<xsd:sequence>
<xsd:element name="Index" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:unsignedShort"s>
<xsd:minInclusive value="0"/>
<xsd:maxInclusive value="9"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="URL" nillable="false">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="1"/>
<xsd:maxLength value="256"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="CiscoIPPhoneIconFileMenuType">
<xsd:sequence>
<xsd:element name="Title" nillable="true" minOccurs="0">
<xsd:simpleType>
<xsd:restriction base="xsd:string"s>
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Prompt" nillable="true" minOccurs="0">
<xsd:simpleType>
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<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="32"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Menultem"
type="CiscoIPPhoneIconMenultemType" minOccurs="0" maxOccurs="32"/>
<xsd:element name="IconItem"
type="CiscoIPPhoneIconFileItemType" minOccurs="0" maxOccurs="10"/>
<xsd:element name="SoftKeyItem"
type="CiscoIPPhoneSoftKeyType" minOccurs="0" maxOccurs="8"/>
</xsd:sequence>
</xsd:complexType>
<xsd:element name="CiscoIPPhoneMenu" type="CiscoIPPhoneMenuType"/>
<xsd:element name="CiscoIPPhoneImage"
type="CiscoIPPhoneImageType"/>
<xsd:element name="CiscoIPPhoneImageFile"
type="CiscoIPPhoneImageFileType"/>
<xsd:element name="CiscoIPPhoneIconMenu"
type="CiscoIPPhoneIconMenuType"/>
<xsd:element name="CiscoIPPhoneDirectory"
type="CiscoIPPhoneDirectoryType"/>
<xsd:element name="CiscoIPPhoneGraphicMenu"
type="CiscoIPPhoneGraphicMenuType"/>
<xsd:element name="CiscoIPPhoneGraphicFileMenu"
type="CiscoIPPhoneGraphicFileMenuType"/>
<xsd:element name="CiscoIPPhoneInput"
type="CicsoIPPhoneInputType"/>
<xsd:element name="CiscoIPPhoneText" type="CiscoIPPhoneTextType"/>
<xsd:element name="CiscoIPPhoneExecute"
type="CiscoIPPhoneExecuteType"/>
<xsd:element name="CiscoIPPhoneResponse"
type="CiscoIPhoneResponseType"/>
<xsd:element name="CiscoIPPhoneError"s>
<xsd:complexType>
<xsd:attribute name="Number" type="xsd:unsignedShort"
use="required"/>
</xsd:complexType>
</xsd:element>
<xsd:element name="CiscoIPPhoneStatus"
type="CiscoIPPhoneStatusType"/>
<xsd:element name="CiscoIPPhoneIconFileMenu"
type="CiscoIPPhoneIconFileMenuType"/>
<xsd:element name="CiscoIPPhoneStatusFile"
type="CiscoIPPhoneStatusFileType"/>
</xsd:schema>
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Cancel softkey 3-5

CGl script
Execute 5-12
Screenshot 5-12
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understanding 2-1
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(SDK)
components 4-1
development tools 4-2
sample services
description 4-2
requirements 4-4
client requests, using HTTP 5-1
content expiration, header setting 5-6
cookie behavior 5-7

EditDial, used as URI 3-11
EditDial softkey 3-5
error codes, description 2-23
Ethernetinformation 5-12
Execute, CGlI script 5-12
executing items
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sending requests 2-21
Exit softkey 3-5
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Default Valuefield 6-4
development tools, included with SDK  4-2
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device information URLS 5-12
DeviceList XML Object

attributes 8-5

description 8-5
DeviceListX Report 8-1
DeviceLog 5-12
Dial, used as URI 3-10
Dial softkey 3-5
directories

creating 2-8

customizing 2-9
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graphic menus, creating 2-14
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displaying grayscale images 2-9
PNG support 2-12, 2-18
using with status 2-19

header settings, for HTTP 5-3

HTML URL
Devicelnformation 5-12
DeviceLog?n 5-12
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Ethernetlnformation?n 5-12
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NetworkConfiguration 5-12 K
StreamingStatistics?n 5-12
HTTP key, used as URI 3-3

client requests 5-1

header settings 5-3

||
accept 5-11
content expiration 5-6 menus
MIME type 5-5 graphic 2-14
refresh setting 5-3 icon, color 2-18
set-cookie 5-7 icon, grayscale 2-16
x-Ciscol PPhoneDisplay 5-10 text 2-4
x-Ciscol PPhoneModelName 5-10 MIME type, for HTTP 5-5
x-Ciscol PPhoneSDKVersion 5-10
how used 5-1
server requests 5-2 N
HTTP GET 5-1 NetworkConfiguration 5-12
HTTP POST 5-2 Next softkey 3-5
| P
icon menus, creating Parameter Description field 6-4
color 2-18 Parameter Display Name field 6-4
grayscale 2-16 Parameter is a Password field 6-4
Init, used as URI 3-10 Parameter is Required field 6-4
input forms Parameter Name field 6-4
creating 2-6 Play, used as URI 3-11
supported input types 2-7 PNG images
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using in menus 2-18
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PortInformation 5-12 samples included with SDK  4-2

priority levels, for executing items 2-21 subscribing to in Cisco CallManager 6-5
Service URL field 6-3

set-cookie, header setting 5-7

Q softkey
QueryStringParam, used as URI 3-5 << 35
Cancel 3-5
Dial 3-5
R EditDial 3-5
refresh setting, for HTTP 5-3 Exit 3-5
RTPMRX, used as URI 3-9 Next 3-5
RTPMTX, used as URI 3-9 Search 3-5
RTPRX, used as URI 3-8 Select 3-5
RTPTX, used as URI 3-8 Submit 3-5
Update 3-5
used as URI 3-4
S valid actions for object types 3-5
Screenshot, CGI script 5-12 status, displaying for applications 2-19,2-20
SDK. See Cisco IP Services Software StreamingStatistics 5-12
Development Kit (SDK) Submit softkey 3-5
Search softkey 3-5
Select softkey 3-5
server requests, using HTTP 5-2 T
Service Description field 6-2 text menus, creating 2-4
Service Name field 6-2 text messages, displaying 2-4
services troubleshooting
adding to Cisco CallManager 6-2 error messages 7-2
defining parameters of in Cisco tips 7-1

CallManager 6-4 .
XML parsing errors 7-2

requirements for samples 4-4
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U XML URL
DevicelnformationX 5-12
uniform resource identifiers (URI) DeviceLogX?n 5-12
description 3-1 EthernetinformationX 5-12
for pressing buttons 3-2 NetworkConfigurationX 5-12
key 3-3 PortinformationX?nX 5-12
miscellaneous 3-10 StreamingStatisticsX?n 5-12
Dial 3-10
EditDia 3-11
Init 3-10
Play 3-1

phone model support for 3-1
to control RTP streaming 3-7
RTPMRx 3-9
RTPMTx 3-9
RTPRx 3-8
RTPTx 3-8
to invoke softkeys 3-4
QueryStringParam 3-5
softkey 3-4
Update softkey 3-5
URI. See uniform resource identifiers

X
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x-Ciscol PPhoneM odelName 5-10
x-Ciscol PPhoneSDKVersion 5-10
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